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Background - regulations

A Accidents

A Safety Legislation
I Occupational Safety and Health Act (all systems)
I Flammable and Dangerous Goods Act (ammunition)
I Othersé

A FM i FMV Coordination Agreement
A FMV Internal rules and regulations

A Manuals, Handbooks, templates, checklists
(designregelsamlingar)

A Standards (Swedish FSD => STANAGS, MIL-STDs, Def-Stans,
Civilian standards
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Prioritations in order of effect

AEliminate hazards

ASafer construction

AProtection

A Warnings
A Personal protective gear

A Education
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Actors, Role-play

Armed Armed
Forces Forces
Safety Inspectorate \ / Safety Inspectorate
FMV
FMV
Supplier
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Actors, Role-play

Armed Armed
Forces Forces
Requirements
Safety Inspectorate \ / Safety Inspectorate
FMV
FMV

Requirements

Supplier
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Handbooks / manuals

Forsvarsmaktens handbok
Systemsikerhet 2011

Forsvarsmaktens handbok
Systemsikorhet 2011
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Del |- gemensam Del 2 - Metoder

FMV @

FMV®

FMV & FMV @

Férsvarsmaktens handbok

...5d38H_ ]

Handbok Vapen- och L&)’Ttyr:g:f\"rrvan_l oo Handbok for H SEPS :_:|
: 2 ritiska tillimpningar = -
Ammunitionssikerhet Fordonssakerhet =
¢ : Handbok sikra alektriska A
B Handbok Tilllliga arbetsplatser
produlkter & system 3
P g
= =] —
B Gy
L ==
oty
—)
2012 2015 . i

Systemsékerhetskurs


http://www.fmv.se/sv/Verksamhet/Systemsakerhet1/Handbocker/H-SystSak/

Our courses

A Systems Safety

4-6 times / year, three days

A Weapons and ammunition Safety
1 (- 2) times / year, three days

A Vehicular Safety
2 (-3) times / year, three days

A Software Safety

1 (- 2) times / year, Stockholm, one day (two?)

A FMV Electrical products and systems

2 (- 3) times / year, Stockholm, one day

Kontakt: sakerhetskurser.fmv@fmv.se
Info: Svante Wahlin: svante.wahlin@fmv.se
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Handbook for Software in
Safety Critical Applications

Bjorn Koberstein

= 1980 - 1997 at Saab Aircraft Linkdping
37 Viggen, Saab 340, 39 Gripen

= 1997 -> FMV

39 Gripen, Helicopter NH90 / HKP14
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Handbook for Software in
Safety Critical Applications

Table of Content

= About FMV
= Exemples
= The challenge of procuring software
The software growth (explosion)
Sof t waneeanoceo | n lived sygtems
= Software cost versus functional growth

FMV ® .
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Handbook for Software in
Safety Critical Applications

FOorsvarets Materielverk FMV = Swedish Defence Materiel Administration

Procures military materiel for the Swedish Armed Forces since 1630.

As aresult of the loss of HMS Wasa 1628, it was decided that the King
could not handle this himself, so the Government Administration called
oKungl i ga Kr i waskredted,dhg predasessor of todays FMV.
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Handbook for Software in
Safety Critical Applications

Some of the material FMV buy for the Swedish
DefenceFor ceé

This presentation is mainly
about software for aircrafts,
but the reasoning will apply
to other types of systems.
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Handbook for Software in
Safety Critical Applications

Software Failure
EXEMPLE 1

www.defenseindustrydaily.com

While attempting its first overseas deployment to the Kadena Air Base
in Okinawa, Japan, on 11 February 2007, six F-22s flying from Hickham
AFB, Hawaii, experienced multiple computer failures while crossing the
International Date Line (or 180" meridian of longitude dependent on
software programming).

The failures included navigation and communication.

The fighters were able to return to Hawaii by following a tanker aircratft.

Within 48 hours, the error was resolved and the journey resum?Mv

16
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Handbook for Software in
Safety Critical Applications

Software Failure
Exemple 2

Norwegian C-130 Hercules crashes on mars 15, 2012 at Kebnekaise, Sweden.

C-130J is a four engine military transport aircraft for passenger and cargo.

FMV &
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Handbook for Software in
Safety Critical Applications

Software Failure
Exemple 2

o
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R

Fig 4: Kartbild Gver Skandinavien. I det rédmarkerade omradet har TAWS i
ldge Tactical ingen terrdngvarningsfunktion. Haveriplatsen dr markerad

med en rod stjdrna.
rmV 18
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Handbook for Software in Safety
Critical Applications

The Challenge

According to Swedish Defence Force System Safety Handbook,
Safety includes:

: System
Protect Branch  |Consequense|Complexity Lifecycle
] . System of .
Person (1-3)] Army Catastrophic system War Operation Procure
Property | Air Force Critical Plattform Crisis Exercise | Operation
Environmenf  Navy Marginal Unit Peace Training Maintenance
Command & . o
Control Negllglble' Software Decommission
No Effect

FMV & .
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Handbook for Software in
Safety Critical Applications

Software development in military aircraft and space

MOPS = Miljoner operationer per second

Amount of .
MopPs 1 kByte Software. JAS39 A/B Gripen
. 9 MOPS / 3 MByte
—— 3000 PDS is used
in larger
10—
— 2000 pra—
p— ","_j-h-asr;.g -\&.‘rzx_lﬂ.\r.'<\.y ‘-:-
5= Functionality
— 1000
— JA37 Viggen
Apollo 11
| 5 kByte 1,5/ 250 kByte
—1 AJ37 Viggen
£0,1 /30 kByte __
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Handbook for Software In

P51 Mustng: 15 55 Safety Critical Applications
F-22 Raptor: 187 Software development during design phase
Million lines Elektronic (H/W)
of code A v v v v v obsolescense
VY VY VYVY VY V V Y
o execution
— performance
10 e Number
— Development €rational aircra
— First First
| flight delivery
| Threath level
5 —

----- F/A-18E/F
_ Super Hornet
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Handbook for Software in
Safety Critical Application

Software maintenance

Million lines v
of code A

V V V

IERESEEREEREEREERE
/

V

10
] JSF F-35 Lightyng Il

—| First

delivery
Be sure to have enough
Spare Capacity left at
S Tthe time for first delivery
—lincluding
—= CPU Performance
—|= Memory space
_|= databus bandwith

S Number of

operational
aircraft

Elektronic (H/W)
obsolescense

Double CPU
execution
performance

Future System updates
New functionality including

software functionality
Bugg fixes

Operational use may
uncover errors that

may affect Air worthiness
and system safety!

Keep SW development
tools and people!(?)

GFr -+ r 11Tt Tttt 1 T 1 1"
2015 2020
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Handbook for Software in
Safety Critical Applications

Definition of Safety Critical Computer system

A Computer system that controlls, indirect controls
or monitors energy that due to a fault, could cause
damage to a person, to the environment or to

property.

Ett datorsystem som styr eller indirekt styr eller
Oovervakar energier som vid ett okontrollerat forlopp
kan orsaka en vadahandelse

FMV &
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Handbook for Software In
Safety Critical Applicati

Software:

Has no weight (weightless)

Software can take unwanted actions, but can notBreak or does nor wear down with time.
Computer memory can unintentional change content.

To make a memory checksum of the memory / data may be needed to check for unintended
data change.

All software errors are introduced during development process. Eitherfrom the specification
or from the coding. This makes all software errors (buggs) systematic, not random.

There is no way to predict how or when a software will do an unvanted action (Frequency).
It is possibel to designate the worst case criticality level. This will affect the Risk assessment:
Risk = Consequens x Frequens.

The criticality of the software is determind by the systems where it resides.

That part of a software, that is developed to the lowest criticality level determinds the hole
software criticality level in that particular software / computer. F M\I %
24

Addalot Safety Conference’ 2017 05 22 - 23



Handbook for Software in
Safety Critical Applications

AIRWOTHINESS

(Supplier)

Airworthiness

(Supplier)
Is the ability of an aircraft or other
airborne equipment or system to be
operated in flight and on the ground
without significant hazard to aircrew,
ground crew, passengers or third
parties. It is a technical attribute of
Materiel throughout its lifecycle.

Seaworthiness
(Supplier)

Traffic / groundo
worthiness

(Supplier)

Addalot Safety Conference’ 2017 05 22 - 23
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Handbook for Software In

Safety Critical Applications

FLIGHT SAFETY (FMV)

Flight Safety (FMV)

Is the state of freedom from unacceptable risk of injury
to persons or damage throughout the lifecycle of

military air systems. Air Traffic
Control

Runway

Pilot

Airworthiness
Weather (Supplier)

Simulator

Is the ability of an aircraft or other
Fuel airborne equipment or system to be
operated in flight and on the ground
without significant hazard to aircrew,
ground crew, passengers or third
parties. It is a technical attribute of
Materiel throughout its lifecycle.

Addalot Safety Conference’ 2017 05 22 - 23
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Handbook for Software in
Safety Critical Applications

SYSTEM SAFETY (FMV)

System Safety (including Mission Safety) (FMV)

Flight Safety (FMV)

Is the state of freedom from unacceptable risk of injury
to persons or damage throughout the lifecycle of

Avoid damage to
hospitals, schools
(third part)

military air systems. Al e
Runway
Control
Pilot
Airworthiness
Weather (Supplier)
Is the ability of an aircraft or other
Euel airborne equipment or system to be
operated in flight and on the ground
_ without significant hazard to aircrew,
Simulator

ground crew, passengers or third
parties. It is a technical attribute of
Materiel throughout its lifecycle.

Environment

Mission Safety
and Functions used
During War time.

—1

Hog tillganglighet
pai krig kritiska
funktioner.

Property

Addalot Safety Conference’ 2017 05 22 - 23
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Handbook for Software in
Safety Critical Applications

Operational Safety (Defence Force)

System Safety (including Mission Safety) (FMV)
Flight Safety (FMV) Avoid damage to
Is the state of freedom from unacceptable risk of injury hospitals, schools
. (third part)
to persons or damage throughout the lifecycle of
military air systems. e — Environment
Control
Pilot
Airworthiness m—
Supplier Mission Safety
Weather ( pp_ _ ) _ and Functions used
Is the ability of an aircraft or other During War time.
e airborne equipment or system to be
operated in flight and on the ground
_ without significant hazard to aircrew,
SR ground crew, passengers or third Hog tillganglighet
parties. It is a technical attribute of pd i krig kritiska
Materiel throughout its lifecycle. funktioner.
Property
Education Mor than one How to Environment
For crew system operate
of AAN ' BE-23
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Handbook for Software in Safety Critical Applications

SECURITY (MILITARY INTELLIGENCE)

Operational Safety (Defence Force)

System Safety (including Mission Safety) (FMV)
Flight Safety (FMV) Avoid damage to
Is the state of freedom from unacceptable risk of injury hospitals, schools
. (third part)
to persons or damage throughout the lifecycle of
military air systems. Al e S— Environment
Control
Pilot
Airworthiness m—
Supplier Mission Safety
Weather ( pp_ _ ) _ and Functions used
Is the ability of an aircraft or other During War time.
Euel airborne equipment or system to be
operated in flight and on the ground
_ without significant hazard to aircrew,
ST ground crew, passengers or third Hog tillganglighet
parties. It is a technical attribute of pai krig kritiska
Materiel throughout its lifecycle. funktioner.
Property
Education Mor than one How to Environment
For crew system operate
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Handbook for Software in
Safety Critical Applications

Systemdevelopment ackoring to the V-modell / The waterfall method

Validated by the
Defence system (\ Defence Force)

Material system
(Plattform including
Support systems)

Validated by FMV,

Verified by
__Supplier

Plattform / System

Subsystem

Equipment

Software and
Hardware components

FMV &
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Handbook for Software in
Safety Critical Applications

Defence Force FMV  Supplier FMV Defence Force
| | 1 | \

\[ 1\ f

HQ: Procurement

\

FMV write requirements
Testing plattform R Plattform level
= Including grund

Support systems

Defence Force Validation Defence system

\ Supplier
Developing

system

Subsystey

Uni

Operational
system

Software and
Harware components
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Handbook for Software in
Safety Critical Applications

Different countries has different background and view on Hazards, criticality and risk.
This is a challenge when operating together.
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Handbook for Software in
Safety Critical Applications

Difficulty to work together when systems / plattforms from different arenas operate
together (airplanes / ships / groundbased). Different safety standards and requirements.

FMV &
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