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ECSS-Standards Series

• ECSS-E-ST-40C consists of a set of
requirements regarding:

• activities,
• guidelines (e.g. coding practices)
• expected output/work products

Note: Roles are also mentioned but no
specific requirement is stated regarding the
expected qualifications
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ECSS-Standards Series-ECSS-E-ST-40C

• Section 5.5 (Software Design and Implementation 
Engineering Process) consists of three phases
– design of software items, 
– coding and testing,  
– integration 
each of which contains various activities.
Each activity consists of one or more tasks

5



CENELEC-Standards Series-EN 50128
• In addition to requirements related to:

– Reference process models
– Work breakdown structure
– Guidelines
– Workproducts
– ..
It also provides requirements regarding roles

A Designer, for instance, shall be competent in:
– engineering appropriate to the application area 
– safety design principles
– design analysis & design test
– …
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Argumentation Representation
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Argumentation Representation
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https://slideplayer.com/slide/12972736/

https://slideplayer.com/slide/12972736/


CACM in context: the AMASS platform
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• CACM consists of a combination of metamodels

!
https://www.polarsys.org/opencert/
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Process-based Argumentation and MDSafeCer

• Process-based argumentations (at planning phase) argue about different
phases or activities in process planning and provide the convincing
evidence that each phase/activity was planned

• MDSafeCer [Gallina, 2014] method enables the generation of
arguments from process models
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B. Gallina. 2014. A Model-driven Safety Certification Method for Process Compliance. In 2nd International Workshop on Assurance Cases
for Software-intensive Systems, joint event of ISSRE 2014. IEEE, 204–209.

III. GENERATION AND REUSE OF PROCESS-BASED
ARGUMENTS

In the context of safety certification, it is required to collect
and structure the evidence that a system is acceptably safe.
Generally, this requires the provision of process as well as
product-based arguments. A safety case should be constituted
of two branches (one devoted to process-based argumentation
and the other to product-based argumentation). These branches
could be developed in parallel and be inter-related. In some
safety standards, these branches can be provided separately.
As recalled in the introduction, within ISO 26262, the process-
based argumentation is provided separately to be evaluated
and documented within the Safety Functional Audit work-
product. In this section, we focus on the process-based branch
and we present a method to generate and reuse process-
based arguments. In particular, in Section III-A we give an
overview of our model-driven safety certification method. In
Section III-A, we provide the conceptual mapping between
SPEM 2.0 and ARM/SACM. Then, in Section III-C, we sketch
in natural language the meaningful steps of the algorithm that
should be executed to automatically generate process-based
arguments from process models.

A. Model-driven Safety Certification

To generate certification artifacts, we propose to use MDE
principles and apply them in the context of certification.
The idea is to pioneer a Model-Driven Safety Certification
(MDSafeCer) method enabling automatic generation of argu-
mentation models from process models. The goal is not the
creation of novel goal structures, but the generation of goal
structure that have successful stories and a proven compelling
power. Thus, reuse of experience is crucial to provide adequate
transformation rules allowing for the generation of easy-to-
maintain and easy-to-review arguments.

Fig. 2. MDSafeCer overview specified in SPEM 2.0.

Fig. 3. Safety process modeling.

As Fig. 2 shows, MDSafeCer is constituted of three chained
iterative tasks. The first task, called “Safety process modeling”
is detailed in Fig. 3. This first task shows that a process
engineer is responsible of modeling a safety process according
to the best practices in process modeling as well as according
to the standard(s). To model a process, a modeling tool is used.

As shown in Fig. 4, once the model is available the process
engineer generates a process-based argument by using a model

transformation implemented within a transformation engine.
As shown in Fig. 5, this argument, which can be considered
a “raw” or better defeasible [14] argument, is then checked
and eventually corrected (if fallacies are detected) and/or
completed by a safety argumentation expert. Checking and
completion is an iterative task, which takes in input also the
feedback provided by external assessors. If the transformation
engine or the safety argumentation expert detect problems re-
lated to the process-based argument due to e.g. missing/wrong
information in the process model, new iterations of the first
task are required.

Fig. 4. Process-based argument generation.

Fig. 5. Process-based argument Check&Completion.

To perform the generation of the process-based argument
via model transformation, no constraint on the source and
target meta-models exists. However, by considering the current
state of the art in terms of standardization, tool-support and
active research community, we choose SPEM 2.0 for the source
space and ARM/SACM for the target space. Fig. 6 shows the
M2M intended transformation. In case of more appropriate
future alternatives, our general approach remains valid. As
recalled in Section II, both SPEM 2.0 and ARM/SACM are two
domain-specific meta-models and in the context of this paper
they represent a possibility towards the realization of our MD-
SafeCer method, allowing for the generation of ARM/SACM-
compliant argumentation models from SPEM 2.0-compliant
process models.

Fig. 6. M2M tranformation.

As we discussed in [15] and as it was mentioned in [16],
the goal of automation is not to replace human reasoning, but
to focus it on areas where they are best used. Similarly, in
this work we are not aiming at eliminating human reasoning



Argumentation Fallacies
• An argumentation fallacy is a mistake or flaw in the reasoning of an

argument
• Different types of fallacies have been identified and a taxonomy of

common fallacies in safety arguments is available [Greenwell et al.,
2006]

• Sufficiency fallacies are those in which arguments can fail to provide
sufficient evidence to support the claims

• Omission of key evidence occurs when no or less evidence is
provided to support the claim and no valid reasons are given for its
omission
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International System Safety Conference (ISSC), New Mexico, July 31-Aug 4, 2006.
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A Method for Preventing Fallacies
• Preventing the omission of key evidence fallacies approach consists of
three steps
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Generating Process-based Argumentation

SPEM/UMA SACM Diagram

ProcessComponent/DeliveryProcess Case

Process purpose (Standard) InformationElementCitation Property type = 
“context”

Context

Capability Pattern, Phase, Activity, TaskUse Claim Goal

A set of Phases, Activities, RoleUse, WorkProductUse, 
Guideline and ToolMentor

ArgumentReasoning Strategy

Requirements for competency of RoleUse, Tool Qualification Sub-Claim Sub-Goal

Evidences associated to WorkProductUse, RoleUse, 
Guideline and ToolMentor

InformationElementCitation Property type
=“solution”

Solution

Relationship between Phases, Activities,  TaskUses AssertedInference SolvedBy

Relationship between competency of RoleUse and certification AssertedEvidence SolvedBy

Id, name and description Id, name and description Id, name and description
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Illustrative Example

• Software engineering process for AOCS (level B)
– AOCS- Attitude and Orbit Control Subsystem
• Attitude control manages the orientation of the satellite
• Orbit control regulates the positioning of the satellite in orbit

• ECSS-E-ST-40C standard –subset (clause 5.5)

Note: Key competencies required f0r roles are adapted from EN 50128
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Architecture-driven, Multi-concern and Seamless Assurance and Certification of Cyber-Physical Systems (AMASS), “Case studies
description and business impact D1.1,” https://www.amass-ecsel.eu/sites/amass.drupal.pulsartecnalia.com/files/documents/D1.1_Case-
studies-description-and-business-impact_AMASS_Final.pdf,



Modelling requirements and 
processes
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AMASS, Deliverable D6.8, Section 3.4.1. Link: https://www.amass-
ecsel.eu/sites/amass.drupal.pulsartecnalia.com/files/documents/D6.8_Methodological-guide-for-cross-intra-domain-reuse-
%28b%29_AMASS_Final.pdf

• Capturing standard requirements

• Modelling process lifecycle

• Mapping standard requirements



Modelling of Safety Processes
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Omission detection
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Result after Detecting Fallacies
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Generated Argumentation Model 
and Diagram
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• A tool-supported method to prevent omission of key evidence
fallacy in the process-based argumentations
– Recommendations to solve the fallacious processes are included

• Support for other sufficiency fallacies
• Expand the fallacy detection to other types of fallacies
• Conduct more comprehensive case studies

Conclusion and future work
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