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How the management could be facilitated?
How non-fallacious (founded) argumentation can be generated?
How omission of key-evidence could be prevented?
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/[EY)  ECSS-Standards Series

| ECSS-P-00

13
§

N ECSS-E-ST-40C consists of a set of
— requirements regarding:

* activities,

« guidelines (e.g. coding practices)

« expected output/work products

Space project management Space product assurance

Note: Roles are also mentioned but no
specific requirement is stated regarding the
expected qualifications

]
-]

M. Jones, E. Gomez, A. Mantineo, and U. Mortensen. Introducing ECSS software-engineering standards within ESA, ESA bulletin, 132 (2002)
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ECSS-Standards Series-ECSS-E-ST-40C

Section 5.5 (Software Design and Implementation
Engineering Process) consists of three phases

— design of software items,

— coding and testing,

— integration

each of which contains various activities.

Each activity consists of one or more tasks
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CENELEC-Standards Series-EN 50128

In addition to requirements related to:
— Reference process models
— Work breakdown structure
— Guidelines
— Workproducts

It also provides requirements regarding roles

A Designer, for instance, shall be competent in:
— engineering appropriate to the application area

— safety design principles

— design analysis & design test
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Process Engineering - Metamodel

. 4= compliance_modeling
P U= ecss-e-stdlc_requirements |
v B\ Method Content
v g Content Packages

v B requirements_of_software_design_and_implementation_5.5
- PEC = -‘@i SE) L5 Roles
[’3 ?;’A{{a ’)\ [ Tasks

OBJECT MANAGEMENT GROUP" v DROCFSS lgg Work Products
FRAMEWORK oy

» @& coding_and_testing
. @ design_of _software_items
@ integration

v @ staffing_plan

SPEM (Software UMA (Unified @ aocs_ait
@ aocs_engineer
& Systems Process Method & 50 e eckini
Engineering Architecture) @ deve]opr-'nent_team_leader
Metamodel) Metamodel @ aocs_sw_w_manager

@& tool_qualification_plan
» L& Standard Categories
(2 Custom Categories
L sy Processes
<{» mapping_requirements
> process lifecycle
. L) Configurations




AW MALARDALEN UNIVERSITY @ AMASS

Q@ S : ;t\

Compliance management

Process Space Normativi Space

Mapping tables

Process Model(s)

| o~ . ~
Argumentation about
._’FOI_’Q\_’_’Q » NG compliance >
Al A2 An — N
Compliance checking & |lu orm(s)

Formalization

mapping

Ontology-based ‘




w A W/ NIVERSITY |

Argumentation Representation

OIRIG Cert| .. .
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AMASS-partners contributed to the evolution of SACM, specifically version SACM2.1 beta, published March 2019
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Argumentation Representation

Data » So, claim — Assertion or conclusion put

? % i l forward for general acceptance
F" . — ?' Evidence, facts,

£ %' § ? P é background data

L =T S

and information we

: Unless,
use to make a claim

rebuttal — Exception or dissociation of aspects for
which the claim presented not valid

OBJECT MANAGEMENT GROUP

Since
@ warrant — Component of the argument that establishes the logical connection
between the data and the claim, acting as the reasoning process used

by the speaker to arrive at the claim
SACM

(Structured Assurance
Case Metamodel)

On account of
backing — Grounding material that supports the warrant in the argument

AMASS-partners contributed to the evolution of SACM, specifically version SACM2.1 beta, published March 2019
11
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CACM in context: the AMASS platform

CACM consists of a combination of metamodels

UMA/Basgline/ SACM-like
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Process-based Argumentation and MDSafeCer

Process-based argumentations (at planning phase) argue about different
phases or activities in process planning and provide the convincing
evidence that each phase/activity was planned

MDSafeCer [Gallina,

arguments from process models

f
oo

Process-based
argument

generation

Safety-process
modeling

.T.
o0

Process-based
argument

Check&Completion

2014] method enables the generation of

SPEM 2.0 SACM
Meta-model Meta-model

F L
compliant with

compliant with

Process-based
| Argumentation

Process Model

>

Transformation Engine + Rules

B. Gallina. 2014. A Model-driven Safety Certification Method for Process Compliance. In 2nd International Workshop on Assurance Cases
for Software-intensive Systems, joint event of ISSRE 2014. IEEE, 204—209.
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Argumentation Fallacies

An argumentation fallacy is a mistake or flaw in the reasoning of an
argument

Different types of fallacies have been identified and a taxonomy of
common fallacies in safety arguments is available [Greenwell et al.,
2006]

Sufficiency fallacies are those in which arguments can fail to provide
sufficient evidence to support the claims

Omission of key evidence occurs when evidence is
provided to support the claim and are given for its
omission

W. S. Greenwell, J. C. Knight, C. M. Holloway, and J. J. Pease, “A Taxonomy of Fallacies in System Safety Arguments,” in 24t
International System Safety Conference (ISSC), New Mexico, July 31-Aug 4, 2006. 14
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A Method for Preventing Fallacies

Preventing the omission of key evidence fallacies approach consists of
three steps

[:Ej ug ": oo o o c@ :
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of safety I fallaciesin | process-based
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Generating Process-based Argumentation

Mapping Concepts

ProcessComponent/DeliveryProcess

Process purpose (Standard)

Capability Pattern, Phase, Activity, TaskUse

A set of Phases, Activities, RoleUse, WorkProductUse,
Guideline and ToolMentor

Requirements for competency of RoleUse, Tool Qualification

Evidences associated to WorkProductUse, RoleUse,
Guideline and ToolMentor

Relationship between Phases, Activities, TaskUses
Relationship between competency of RoleUse and certification

Id, name and description

Case

InformationElementCitation Property type =
“context”

Claim

ArgumentReasoning

Sub-Claim

InformationElementCitation Property type
=“solution”

AssertedInference
AssertedEvidence

Id, name and description

Context
Goal
Strategy

Sub-Goal

Solution

SolvedBy
SolvedBy

Id, name and description

17
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lllustrative Example

Software engineering process for AOCS (level B)
— AOCS- Attitude and Orbit Control Subsystem

« Attitude control manages the orientation of the satellite
*  Orbit control regulates the positioning of the satellite in orbit

ECSS-E-ST-40C standard —subset (clause 5.5)

Note: Key competencies required for roles are adapted from EN 50128

Architecture-driven, Multi-concern and Seamless Assurance and Certification of Cyber-Physical Systems (AMASS), “Case studies
description and business impact D1.1,” https://www.amass-ecsel.eu/sites/amass.drupal.pulsartecnalia.com/files/documents/D1.1_Case-
studies-description-and-business-impact_ AMASS_ Final.pdf, 18
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(Re)Modelling Detecting Generating
of safety fallacies in process-based
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B Library 52 {|8£ v=08
4 compliance modeing Capturing standard requirements
[V 4= ecss-e-stdlc_requirements ]
v =) Method Content . o
v @ ContentPackages Modelling process lifecycle
v ) requirements_of_software_design_and_implementation_5.5
(5 Roles . .
B Tosks Mapping standard requirements
(&3 Work Products
/v (@ Guidance N )
@ coding_and_testing @ aocs_engineer 3 = 0
@ design_of software_items A
@ integration Guidance (Practice): aocs_engineer (Extends ‘requirement’ in ‘compliance_modeling’)
v @ staffing_plan
g““—ait v General Information
@ aocs_engineer = F . ) )
& e it Provide general information about this practice.
@ development_team_leader Name: aocs_engineer
@ 2005 M YY-manager Presentation name: | AOCS Engineer
\_ @ tool_qualification_plan y,
(& Standard Categories Type: Practice
(2 Custom Categories ) TN - - - - — - - -
(S Processes Brief description: AOCS engineer shall have the following experience and competencies: University degree in engineering;
F ST Several years of experience in the design, analysis and simulation of AOCS systems in different project phases,
= process_lifecycle ¥
L7 Configurations S = — — %

AMASS, Deliverable D6.8, Section 3.4.1. Link: https://www.amass-
ecsel.eu/sites/amass.drupal.pulsartecnalia.com/files/documents/D6.8_Methodological-guide-for-cross-intra-domain-reuse-
%28b%29_AMASS_Final.pdf 19
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> m contents_design_of_software_items & aocs_engineer L
> E contents_for_integration Role: aocs engineer
> = contents_of_coding_and_testing #
v = organization ~ General Information
% CB Roles Provide general information about this role.
5 aocs_ait _f—b Name: aocs_engineer
& aocs_engineer ::;Z'-“a"on AOCS Engineer
"5 slacs e archierk Brief description: Participation to project reviews (SRR, PDR, CDR), AOCS design, analyses and simulations, »
§ 30Cs_sw_vv_manager AIV/AIT support (test benches, review of test plans and test results), Sensors and actuators v v
5 development_team_leader i - ' '
requirements_mappin A . . . . . . e
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(58 Work Products ~ Content Elements
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> @ coding_and_testing
> @ design_of_software_items vContent elements:
> @& integration § aocs_engineer, process_lifecycle/organization
v @& staffing_plan | Add...
@ aocs_engineer
@' aocs_sw_architect Remove
@ development_team_leader [4] Manual order within type
@ aocs_sw_vv_manager =
- . n
@ aocs_ait_engineer Descriptionl References lPreview‘
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& ecss-e.-st40c_re.quuements v P& ECSS-E-ST-40_Planing_Phase_Software_Design_and_Implementation 0 Delivery Process
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Best practices, Process
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\ """"""" 72 ""%1 / [ ] [ ]
o 5—a—iso Result after Detecting Fallacies
(Re)Modelling Detecting Generating
of safety fallacies in process-ba§ed

processes p—rooess models argumentation and_Implementation_Planing 2 = 0O
Presentation Name Model Info Team Type Planned  Multipl... Opticnal

v 43 ECSS-E-ST-40_Planing_Phase_Software_Design_and_Implementation Delivery Process (| [

v g ECSS-E-40_Planning_Process Capability Pattern [l [l

5 design of software items Phase O [

v 5 coding and testing Phase [ [

v % Develop and Document Software Units Activity O O

i AOCS AIT Engineer Role Descriptor [=] (|

&> AOCS Engineer Role Descriptor [ [l

o AOCS SW Architect Role Descriptor [ [#]

o AOCS SW V&V Manager Role Descriptor [l [l

& Development Team Leader Role Descriptor (| 16|

> 3 Test Software Units Activity ™ (|

£5 integration Phase [ [

Description !Work Breakdown Structure | Team Allocation | Work Product Usage | Consolidated View[

Properties |[2] Problems [E) Console 3 = EE & | PEEl T =

rtification against following ROLES are INSUFFICIENT: ~

1. AOCS ENGINEER
DETECTED FALLACIES: Certifications against following competencies/requirements are omitted:
- University degree in engineering
- Several years of experience in the design, analysis and simulation of AOCS systems in different project phases, Exce
- Working experience with Linux System, Matlab and Satsim.
RECOMMENDATION: Add skill certifications against above omitted evidence for the AOCS Engineer role
to achieve sufficiency or provide rationale for its omission.

2. DEVELOPMENT TEAM LEADER

DETECTED FALLACIES: Certifications against following competencies/requirements are omitted:
- Management of Electra AOCS SW development team
- Working with Matlab/Simulink
- Knowledge of design analysis and design test methodologies

- Good analytical and problem-solving skills.
\ RECOMMENDATION: Add skill certifications against above omitted evidence for the Development Team Leader role /
to achieve sufficiency or provide rationale for its omission.

7
Certification against following ROLES are SUFFICIENT:

3. AOCS AIT ENGINEER

4. AOCS SW ARCHITECT

5. AOCS SW V&V MANAGER e
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[ Goal Ph_Coding and Testing and..
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7 Argument Reasoning Argument over activities J rde
[ Goal Ac_Develop and Document Software Units AOCS SW ”
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—e Asserted Inference ar_ac Argument over ra XYyZ..e

—e Asserted Inference ar_ac role descriptors » AOGs AIT rd_sl4_GB...

[ Goal Td_Development and Documentation of Software Units Engineer sh...
—= Asserted Inference ar_td AOCS AIT...
— Asserted Inference ac_ar edEvidence
7 Argument Reasoning Argument over task descriptors e AssertedEvidende
—= Asserted Inference td_ar rd_GBOxzDpiE...
—= Asserted Inference ar_rd Development
— Asserted Inference ar_rd Team Leade... AOCS engineer
A shall be...

—= Asserted Inference
—= Asserted Inference AssertedEvidence
—= Asserted Inference
[ Goal AOCS AIT Engineer should be certified rtedEviden
O Solution ;

Soluti AssertedEviden
O Solution edEvidence
(O Solution

— Asserted Evidence rd_sl
—e Asserted Evidence rd_sl
— Asserted Evidence rd_sl

—e Asserted Evidence rd_sl

(O Solution

[ Goal AOCS Engineer should be certified
O Solution [[] Properties &3 M Y= 8
QO Solution

O Solution InformationElementCitation

O Solution L | : =
QO Solution Base ~ Properties

< >

—= Asserted Evidence rd_sl 7Appearance S I3 rd_s|_GBOxzDpiEeijgbP20FamAQ
— Asserted Evidencerd sl Y
< >

Selection | Parent List}Tree]TabIe Tree with Check-boxes Type: Solution v v

Description: AOCS Engineer certification against: University degree in engineering
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Conclusion and future work

A tool-supported method to prevent omission of key evidence

fallacy in the process-based argumentations
— Recommendations to solve the fallacious processes are included

Support for other sufficiency fallacies
Expand the fallacy detection to other types of fallacies
Conduct more comprehensive case studies

20
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