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25+ years work experience cross a number of industry segments
* Industrial automation mainly
* 10+ years in transportation concerned
* 15+ yearsin process industry

7+ years R&D in ABB Sweden — Process Automation and Substation Automation

. System engineer
. Member of Swedish national technical standardization committee SEK/TK 65
10+ years with ABB China (Beijing and Shanghai)
. Cross a number of industry domains e.g. Metals, Oil, Gas and Petrochemical & Chemical, Pulp & Paper, Miming, Marine
. A number of role-taking as Automation Technology Specialist, DCS Product Manager, Functional Safety Champion, Sales & Marketing Manager, Business
Development, Business director, Technical Standardization Leader
. Leadership roles in key regional technology associations (FOUNDATION Fieldbus and PROFIBUA/PROFINET)
. Member of national Technical Committee SAC/TC124 and its Sub-Committees (SC4 and SC10 — Functional Safety centered) in China
5+ years in CEVT (China Euro Vehicle Technology AB) since Sept. 2017
. FuSa Management in a number of product development projects at system level within powertrain domain (conventioal, hybrid and EV)
. System safety project leader at vehicle level in an ADS-Ready (BEV) vehicle development project

Roben Automotive AB since Oct. 2022, be part of the global ROBEN Network

* Managing director and Founder
* Technical and Management Consultancy
* FuSa Management in product development projects
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* Tolerable Risk and AD in particular
* History about FuSa and Cybersecurity
* Trends and Challenges in Automotive
 CASE
» Software defined Vehicle (SDV)
» Zone E/E Architecture
 AD
e Standards and Regulations
* Integrated Approach for streamlined vehicle FuSa and CS engineering
 Example of on-going product development project

 Summary and Conclusions
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...everywhere and an integral part of our daily life

R®BEN 11th Scandinavian Conference on SYSTEM & SOFTWARE SAFETY, 21-22 Nov. 2023

Automotive



Tolerable level of risk varies by society and industry

META T AN PTEEBE T A %5 Average 1 fatality per 10* years
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Source: Center for Chemical Process Safety - UK
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Social acceptance of risk on AD is different — just look at the news headlines BREAKING

NEWS

Self-driving Uber kills Arizona woman in first fatal Cruise is recalling 950 driverless cars after one of

crash involving pedestrian on 18 Mar. 2018 its vehicles ran over a pedestrian on 2 Oct. 2023

First known fatally from a self-driving vehicle hitting a pedestrian
BBC

https bbc.com» news» t

Fm N T e | GM's Cruise robo-taxi CEO

Cruise recalls all of its self dr|vmg cars to fix their ...

n — Cruise, General Motors' self-driving vehicle subsidiary, has recalled all 950 reSIgn S fro m CO m pa nV Re Ute r

of its autonomous vehicles for a software update.

Uber's self-driving operator charged over fatal crash

The back-up driver of an Uber self-driving car that killed a pedestrian has been
charged with negligent homicide. Elaine Herzberg, aged 49, was ...

@ The New York Times
“' Wired
=’ https://www.wired.com » Backchannel » longreads :

ﬂ Forbes https://www.nytimes.com » crui der

-’ hitps ww.forbes.com » sites - Oversatt den har sidan

Cruise Recalls Robotaxi Fleet After Report Of Pedestriz [Cruise’s C.E.O. Quits as the Driverless Carmaker Aims to .

Cruise—General Motors' self-driving brand—is recalling 95C n — Kyle Vogt, a founder and chief executive of Cruise, the driverless car

'I'm the Operator'": The Aftermath of a Self-Driving Tragedy
2022 — In 2018, an Uber autonomous vehicle fatally struck a pedestrian. In a WIRED

eXClise. the hlman benind the WheelTinaily epeaks its robotaxi fleet, according to a regulatory filing, amid scrutiny ... subsidiary of General Motors, resigned on Sunday, less than a month ...

AP News

https://apnews.com » article » cr. (

Wall Street Journal

http: j.com » Autos
General Motors' autonomous vehicle unit recalls cars fc
Kyle Vogt Resigns as CEO of GM's Drrverless Car Unit ..
for sedan — NHTSA opened an investigation Oct. 16 into four reports tt

vehicles may not exercise proper caution around pedestrians. Agency ... 107 92 minuter 1 — Vogt co-founded Cruise a decade ago and was named CEO in
February 2022. Since then, Cruise expanded its driverless robotaxi fleet in San ..

e The New York Times

https ww.nytimes.com » uber.

Self-Driving Uber Car Kills Pedestrian in Arizona, Where .
19 mars 201 A woman in Tempe, Ariz., died after being hit by a self-driving car operated by
Uber, in what is believed to be the first fatality of a ...

@ The Guardian
https: /.theguardian.com »

Self-driving Uber kills Arizona woman in first fatal crash ...

) mars 2018 An autonomous Uber car killed a woman in the street in Arizona, police said,

@ Washington Post

https washingtonpost.com » Ovel den har sidan £
; et ‘ Axios

Cruise recalls entire fleet of cars after San Francisco cro https://www.axios.com » cruise- an i
1 timmar s — Cruise issues a recall of all 950 of its driverless cars CFUIse CEO Kyle \/Ogt r83|gn5 amld Safety woes for Self

. cars failed to detect a pedestrian underneath it and dragged her .
in what appears to be the first reported fatal crash involving a ...

@ The Verge
https://www.theverge.com > 2018 - (

Cruise CEO Kyle Vogt resigns amid safety woes for self-driving car firm -

0 The Verge The company shortly after suspended operation of all its cars. - Last ...
https://www.theverge.com » crui ( t den har sidan 3
Cruise is recalling 950 driverless cars after one of its . Bloomberg

sedan — Cruise recalls 950 driverless cars after one of its vehicles | https://www.bloomberg.com > ¢

Uber's fatal self-driving crash: all the news and updates

On March 18th, a 49-year-old woman was struck by a self-driving Uber

Cruise CEO Vogt Resigns at GM's Troubled Self-Driving ...

1 timme n — Kyle Vogt resigned as chief executive of General Motors Co.'s Cruise LLC

weeks after the autonomous driving unit lost its license to operate

Public trust and cooperation of regulator(s) are essentially important
Question is ... How Safe is Safe Enough as perceived and accepted by public ?
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https://www.theguardian.com/technology/2018/mar/19/uber-self-driving-car-kills-woman-arizona-tempe
https://www.theguardian.com/technology/2018/mar/19/uber-self-driving-car-kills-woman-arizona-tempe
https://www.theverge.com/2023/11/8/23952051/cruise-recall-950-driverless-cars-pedestrian-crash-injury
https://www.theverge.com/2023/11/8/23952051/cruise-recall-950-driverless-cars-pedestrian-crash-injury
https://www.reuters.com/business/autos-transportation/gms-cruise-ceo-resigns-company-email-2023-11-20/
https://www.reuters.com/business/autos-transportation/gms-cruise-ceo-resigns-company-email-2023-11-20/

Definition: Levels of Driving Automation

Dynamic Driving Task (DDT)

SAE Level Name Lateral & “Object and Event DDT Fallback Availability of
longitudinal Detection (in case of a loss of “Operational
vehicle motion Response” the automated Design Domain”
control performed  (OEDR) performed driving function) (ODD)
by by
0 No driving automation Driver Driver Driver Not available/
applicable
A | 1 Driver assistance Driver & Vehicle Driver Driver Limited! available
D | system/ function
A 2 Partial driving automation Vehicle system/ Driver Driver Limited! available
> |'S ||| FeetFree function
1(_) i i 3 Conditional driving Vehicle system/ Vehicle system/ andover of contro Limited' available
| H nd e automation function function ‘prepared” drive
F A High driving automation Vehicle system/ Vehicle system/ Vehicle system/ Limited' available
D ye Fre function function function
5 Full driving automation Vehicle system/ Vehicle system/ Vehicle system/ Unlimited available
i _ | Mind Free function function function

Limited. based on the necessarvy ODDs for the respective automated drivina function/ DDT

Source: SAE J3061, ISO 21448, SGS-TUV
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Product Liability & Manufacturer Liability

Liability is to be covered on the product and on the company
* Product must fulfil the level of safety that can be expected by general public
e Manufacturer must use State-of-the-art Processes, Science & Technology

Compliance to regulations is a minimum must
e Automotive industry has many, and approval processes are in place

L]
b B R -
Tt mm a mm o _.—-—"-

T Em o mm s mm o s s s o Es R s § Em R B w8 =R

As history has shown; state-of-art argument is needed in addition

e Automotive industry had its share of claims and product recalls
* Unintended Acceleration (Japanese OEM): USD 1.6B
* Hacked vehicle leading to power loss (US OEM): 1.4M vehicles recalled

* Compliance-with TSO/SAE/IEC standards and/or industrybest-practices is

. L

Innéeded S,

Note: On German Autobahn (traffic jams) Mercedes & ‘. But which standards? And how to hand & manage all of them in an efficient &
BMW have Level 3 AD driving for “general public”. = '

In California the same but so far only Mercedes. = = A S L

-
. -
P e h mm o mm s o  mm on mm o = R

It’s not just the driver and passengers that are exposed
to risks here; other road users as well

With AD driving the safety expectations by public are much higher
At the same time the technology has been becoming more complex
e Safety & Security risks as well as Al
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At the same time: AD driving is just one part of the automotive trends “CASE”
CASE = Connectivity — Autonomous — Shared Mobility - Electrification

VOLKSWAGEN
Assuming NASA error rates (1 defects per
I\ 10,000 LOC), results in approx. 10,000 SW
defects for a modern premium-class vehicle
Today Tomorrow
* 100 million lines of code per vehicle * >200-300 million lines of code are expected
» Approximately $ 10 per line of code * Level 5 autonomous driving will take
« Example: Navi system 20 million lines of code up to 1 billion lines of code
Lines of Code Li f Cod Model
20 1200 e ofCodspor o
100,y 1000
80 1 I\ 800 -
o | ! 600
a0 ! : I 400 -
1 k
20 . | I 200 -
EREEEEE .
Vehicle Debian Facebook MS F-35 LinuX Android Google
i 5.0 Office  Fighter Kernel Chrome 2005 2010 2015 2020 2025
2013 Jet 31
Quellen: https:/fspectrum.iece.org/transportation/systems/this-car-runs-on.code | http://frost.com/prod/serviet//press-release.pag?docid=284456381 | https://www.visualcapitalist.com/millions-lines-of-code/
I : .
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Software Defined Vehicle (SDV) — Response to CASE - Computer on_Wheels

Key building blocks for SDV and benefits Domain based E/E Architecture
* Infotainment & Body

e Zonal E/E architecture (on-board) . Comfort & Powertrain

* Ethernet e ADAS & AD
« HPC
* Vehicle OS
* Decoupling of HW platform and SW platform, which are connected via
Middleware ‘
. AUTOSAR Classic + AUTOSAR Adaptive f -‘ . .E. A

* Service-oriented architecture instead of signal-based approach

« OTA Update :IW—LH ﬂ EM::

* Cloud connection and infrastructure (off-board) .F N
» Artificial intelligence (Al): ML/DL/NN b l— \ =_
e Also as a toolbox to facilitate product development Zonal E/E Architecture

Zone controller

. : , _ * High Power Computing
* Ecosystem with extended value chain: collaboration — partnership « Sensor & Actuator

* Enable innovations and new opportunities e.g. predictive maintenance

* Regulatory Compliance and Standards
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Safety and Cybersecurity shall be well considered for compliance for a CASE vehicle

UNECE R157 UNECE R156 UNECE R155
ISO 26262 ISO 24089 (SUMS) ISO 21434 (CSMS)
ISO 21448 ISO 27001
ISO 21434

ISO 24089

SAE J19790
1ISO 14229
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Evolution & OTA updates/upgrades along vehicle product |

Product Development

Governed by IS0 27001 / .
1SO 21434 / R155 / R157 ) Same regulations + 1ISO 24089 R156 + R157 ~_
Vehicle E
order OEM app OEM app OEM app
Type
Engineering approval Logistics Service Vehicle Vehicle
use use
\g .
1010 ¥z 4 A = 4
1010 ®° -— ] = 0
Concept Prototypes Production Vehicle Charging Sale to End of
phase use next vehicle life
owner
// 1> // I~

Concept Process type SW update for Service tools [ oTA \ /" OTA \

implementation approval Market adaptation updates %‘ [ updates &}

- \\upgradeg, \ upgrades

ificati s / Privacy d \ / Privacy dat
Concept Verification : \ _ 7 Privacydata rivacy data
desi T . SW flashing / OTA Plug&Charge & OEM app -~ & OEM app
esign in factor Updates & or
Yy | reset reset
\{pgrades/ AutoCharge
\\\_4/

R®BEN

Automotive

Product Production and Product Life

ifecycle

Re-use of
parts
annnnn

Sign-off part

from car
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Product Parts After Life

Same regulations +
recycling/scrap
regulations

P~

Part used
for repair
of other
car

Sign-on part
to next car



Key Technologies in Autonomous Driving - Examples

* Sensing technology Sense — Plan - Act
. Camera
. RADAR
. Ultrasonic sensors =~
. SONAR Y
’ Ll DAR un;.(rediqtable
* V2X Communication  D0iKione

*  Mapping + Location technology

—_————

o = — System Performance
oo o . ameras n d Dri Monitori
* Artificial Intelligence (Al) | fusea ke st
b inputdtc; « Out-of-position
¢ l\/IL/DL/NeuraI Network \ne mode . ’ . + Warning
Reliable sensor data processing and fusion - Intervention
\ « Raw data analysis of all sensors O © Measure reliability
° Fa u It_to I erant A D svstem h an d I es a | I \\ - Deliver consistent environmental model b4  and uncertainty
. . . N + Detection and _
defined situations (ODDs) o decision on function
/ availability
° il- i plan dafe Scene understanding, driver monitoring, decision making, and planning * System degre_ldatlon_
Fa II Ope ratlonal actions uder - Situation and behaviour prediction gﬁgﬁﬂ;sefl;ﬁ'agmsls
° X—by-ere curtent + Planning of provably safe trajectories 5 atic?nal Pabatcrs
) condit?o\ns - Handover/takeover planning per o
* Cloud technology and service J

= T T =
steer functions

; Fail-operational X-by-wire actuation (low level control)
° OTA - andvehicle |

~—_——

[Source: based on ECSEL Project RobustSense, 2015]
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Evolution & OTA updates/upgrades along vehicle product lifecycle — AD driving shared mobility

Product Development

Governed by 1S027001 /
ISO 21434 / R155 / R157

e.g. Bundesrat 86/22

(L[

PR

/ \
/ Vehicle \

' Operator |

Licensingy

\\ ) Y,
Ty‘ﬁe
Engineering approval

Concept Prototypes
phase
Concept Process type
implementation approval
Concept Verification
design & Validation

R®BEN

Automotive

SW update for
Market adaptation T~

SW flashing

Product Production and Product Life
Same regulations + ISO 24089 R156 + R157
e.g. Bundesrat 86/22

Vehicle
Operator Operator app (Privacy data)
handover
Logistics Daily Service

= 9SO

Vehicle Charging
use

Service tools

/ \

\
{deates &

\u pgrades|

Operator own
infrastructure

\ 7

N~

(L0

b

2D

Vehicle
use

Product Parts After Life

Same regulations +
recycling/scrap
regulations

Re-use of

parts
annnnn

P~

0
annnnn
End of Part used
vehicle life for repair
of other
car
Sign-off part
from car
Sign-on part
to next car
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Layered Framework combining the Standards — Regulations — Directives

Pillars

Fundaments

R®BEN

Automotive

Product Liability
Manufacturer Liability

”State-of-the-Art” Processes, Science and Technology

Functional Safety & related

ISO 26262
Functional Safety

ISO 21448

Safety of Intended Function

Cybersecurity & related

* ISO/SAE 21434
Cybersecurity engineering
* 1SO 24089
SW Update Engineering

* ISO/IEC 27001

Information Security Management System

Regulatory Compliance &
Homologation

* UNECE R155 CSMS
Cybersecurity Management System

* UNECE R156 SUMS
Software Update Management System

* UNECE R157 ALKS
Automated Lane Keeping System

* Specific AD regulations
E.g. Bundesrat 86/22 for Germany

Automotive SPICE® or CMMI®
Process Maturity: ISO 330XX series

Product Development Processes

Quality Management Systems (ISO 9001, IATF 16949 , PPAP/APQP)
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Safety standards: History and evolution

PRESCRIPTIVE STANDARDS 1995 N 2005 2018 2021
(oo | o] o s
g ."r l'". |
r/F[:-m vnznsm\lmgl > N i |
z A\ / | N !
£ DIN "\ 1988 _ | > :
& VDE 19250/ " i > i
1987 : i
HSE PES > I AN I
= i : | ( 1s026262 )  ( 1s021448 )
| ”fam\, 1682 i Ed.1.0 Ed.2.0 Ed.1.0
\ 1910.119 J i ISO/CD TS 5083
/"_1'* ISO/CD PAS 8800
ISA ds84.01 o2 ) ANSI/ISA =6 1L ;ﬁ.m ISO/SAE PAS 22736
I 20ai $84.01 / !
% APIRP14C e g :Q;gésgl IIEC 1511 Miod)
. . 10 . o o
= z / __,.i Automotive specific
5 o 2|, PERFORMANCE STANDARDS
g £ g 3 g 3 ISO/IEC AWI TS22440 Artificial intelligence
gog i 8 g g Functional safety and Al system Requirements, by JWG 4 per
o A news release on 19 Oct. 2023
! . .
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https://www.iec.ch/blog/iec-and-iso-launch-working-group-advance-functional-safety-ai-systems

Safety standards: ISO 26262 Functional Safety (Automotive)

I 1. Vocabulary I
e ———

2. Management of functional safety

|2-5 Overall safety management

| |2-6 Safety management during the concept phase | |2-7 Safety management after the item’s release

and the product development for production

3. Concept phase

3-5 Definition of the functionality H

3-6 Initiation of the safety lifecycle

3-7 Hazard analysis and risk
assessment

3-8 Functional safety
|concept

. Adaptation o 626
for motorcycles

12-5 Safety management during the
concept phase and the product

5-7 Hardware design

4. Product development at the system level

ment atehe system level

4-11 Release for production

4-10 Functional safetys u

tion of product

roduction and operation

Production

|

7-6 Operation, senvice and
decommissioning

4-9 Safety validation .

assessment

development 5-8 Evaluation of the hardware | J
architectural metrics ANV
12-6 Hazard analysis and risk 5-9 Evaluation of the safety doal
|yiqlaﬁons due o random hardw ‘

-

test

|3-10 Hardware integration and

g

8, Supporting processes

[8-5 Interfaces within distributed developments

|8-9 Verification

8-6 Specification and management of safety
requirements

8-10 Documentation management
8-11 Confidence in the use of software tools

8-15 Development of a base vehicle for an
application out of scope of ISO 26262

[8-7 Configuration management

IN Change management

8-12 Qualification of software components
u-ﬂ Evaluation of hardware slements |

scope of ISO 26262

8-16 Integration of safety elements developed out of

9. ASIL-oriented and safety-oriented analyses

[9-6 Requirements decomp

ition with respect to ASIL tailoring

9-7 Analysis of dependent failures

|9-8 Cnteria for coexistence of elements

9-8 Safety analyses

10. Guideline on 1SO 26262

11. Application of ISO 26262 to semiconductors

2nd ed. published on 19 Dec. 2018 .
Next version expected 2027 .

R®BEN

Automotive

12 Clauses
15 Processes
* 800 requirements

e (Ca 130 work products

Absence of unreasonable risk due to hazards caused by
malfunctioning behavior of E/E systems, by taking measures
(prevention, control, mitigation) to handle & manage

* Random hardware failures

e Systematic failures

Cybersecurity is explicitly addressed at Clause 5.4.2
Safety culture in Management of functional safety of
1ISO 26262-2:2018

* functipnal safety, cybersecurity, and other disciplines that are related to the achievement. ef ©

functionalsafety, = " = "= = = =i =i = i m = === T

EXAMPLE1 Communication channels between functional safety and cybersecurity in order to exchange
relevant information (e.g. in the case it is identified that a cybersecurity issue might violate a safety goal or a
safety requirement, or in the case a cybersecurity requirement might compete with a safety requirement).

EXAMPLE2 Communication channels between functional safety and non-E/E related safety such as
mechanical safety.

EXAMPLE3  Communication channels between functional safety and quality.

NOTE - I}@idance on potential interaction of functicnai sarety with cybersecurity is given in Annex/ E; >

11th Scandinavian Conference on SYSTEM & SOFTWARE SAFETY, 21-22 Nov. 2023 7



Safety standards: ISO 21448 Safety of Functionality SOTIF — Sense-Plan-Act

5 Absence of unreasonable risk due to a hazard caused by functional insufficiencies, i.e.
21448 * the insufficiencies of specification of the intended functionality at the vehicle level; or
* the insufficiencies of specification or performance insufficiencies in the implementation of
electric and/or electronic (E/E) elements in the system.

INTERNATIONAL
STANDARD

First edition
2022-0

“Controllable in general” or
“no result in harm”?

Identification and [ e
o

evaluation of hazards H

Start

Specification and design #}

Review

Road vehicles — Safety of the intended
1 1 H H H H Functional modifications Specification of acceptance
functionality Specification & Design
risks
Véhicules routiers — Sécurité de la fonction attendue A A A A
Expected syste response to
B L 5
triggering condftions accepted? Tdentification and
No evaluation of potential Yes No
< functional i ienci
o and potential triggering
conditions \Fvaluatc Observed potential
by SOTIF issue?
analysis
r-"--"——"=-"=-"="="="—"="""—" "' —7V —7 ' — — — — 7 . |
| Resulting risk due to known | Evaluat
scenarios sufficiently small? valuate
|,/ by V&V

& Evaluation of known

Verification & Validation

Absence of
unreasonable

Evaluation of the
achievement of
o the SOTIF
Yes

risk?

No ol
R -

No

sssssssss

z

A

o[ Likelihood of encounteri
io

an unknown scenari
leading to hazardous
behaviour sufficiently
small??

ng

sssssssss

A
Definition of the

fication and validation

strategy

Not
Hazardous ¢ azardonss

1

ISO 21448:2022 Not

Hazardous

Hazardous

/1///% E=)  Known

* 13 Clauses and 4 Annexes
e efernce umber * Aset of Processes & (> 100) Methods & Work Products
I\<SQ>9 * Scenario based approach with 4 scenario areas defined
RS * Al (Machine Learning) in the picture
* Iteration in high focus

Known & 2

Unknown \ 3

4 Senario Areas

Conference on SYSTEM & SOFTWARE SAFETY, 21-22 Nov. 2023 18
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Functional Safety & SOTIF in view of AD driving

In ISO 21434 “A.2 Explanations regarding the interaction between functional safety according to
the ISO 26262 series and this document” (i.e. SOTIF)

. CI%s:eIIy related with focus on different aspects of automotive safety for automated
vehicles

. E/E system
. SOTIF is for ADAS and HAD functions

. Complementary Roles

. ISO 26262 addresses the prevention and control of systematic failures and random hardware and

software failures
. ISO 21448 addresses scenarios where a system operates as intended but still poses safety risks.-

It deals with risks arising from scenarios that aren't covered by ISO 26262 —
. Some overlap particularly in their risk assessment and analysis processes. ISO 26262 assesses the safety o

of the hardware and software components of a system, while ISO 21448 looks at the safety of the entire
system's intended functionality.

e Use Together

. Many automotive systems need comply with both ISO 26262 and 1SO 21448. ISO 26262 covers the ! T C‘_]_%'I —
functional safety of the electronic systems, while 1ISO 21448 takes into account safety-related Causallty dlss 1 ndom tvare | |
|

. Rendom 1anlvare
Systematic issues !

aspects that may not involve system failures but are critical for ensuring overall safety j L tauls

— . rm e

Safety issues

* Integration of process . I

. To achieve comprehensive safety in a vehicle, the standards can be integrated. This means thata [———r==="% :I"“*‘ff""f*'f"'i'
vehicle manufacturer may have to consider both 1SO 26262 and I1SO 21448 processes when | Chemctertammon b 11 “eimen sionatte |1

the specifie 1 b ehaviour on I | 1 the implem 2n ation of the 1

developing a vehicle, especially when it includes ADAS and HAD features | vehiclelove oo L spefedbehaviowr |3
e T e W W e e W I_l——-————-—————-l
e  Bothrisk based approach

1~ 1 aspects in focus of the [SO 26262 series
prey

Both potentially exposed to cybersecurity threats L1 aspectsin focus ofthis document

’
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Security: In industry and IT for decades and as such indirectly already in automotive

“Trustworthy Computing” Memo

From: Bill Gates

Sent: Tuesday, January 15, 2002 5:22 PM

All FTE

IEC 62443: Industrial communication networks
Network and system security

* Address the need to design cybersecurity robustness and resilience into IACS

*  Focus on Industrial Automation and Control Systems (IACS)

To: Microsoft and Subsidiaries:
Subject: Trustworthy computing
General-purpose Petrochemical
. . Power systems Smart grids | Railway systems
When we face a choice between adding features and control systems plants il .
resolving security issues, we need to choose
. i i 1SO 22320 (emergency management
e must lead the industry to a whole new kil secusity I I( TREfCY T I) )
evel o Trustworthiness in computing. [..] IEC 61508 (electrical/electronic/programmable electronic safety-related systems) J
Functional safety IEC 61511 IEC 61513 J 1SO/EC
Trustworthy Computing is t@st priority f@ (process industry) | (nuclear power) 62278
the work we are doing. [..] (RAMS)
Organizations
| NERC| JAEA | wrorpaene
Key aspe include: [..K Availability,)[..] Security, EC | ISASecure CIP | Nuclear IEC 62280 '
> | Systems S WIB certification Security
(.. 2 (o) 62443 | certification Paceatiion:
2 I = . dations
% . Achilles certification ' IEEE Rev.5
Devices ) (EDSA)j ) 1686
SDL ~
. Speciﬂc ISO/IEC IEEE 2030
Security technologies 29192 J R
Development (eacryption; ec.) el )
] Do e Yo Rekase ) swpotdsevcng] | § fecyc le SSA: System Security Assurance EDSA: Embedded Device Security Assurance NERC: North American Electric Reliability Corporation
CIP: Critical Infrastructure Protection IAEA: International Atomic Energy Agency NISTIR: National Institute of Standards and Technology Interagency Report
RAMS: reliability, availability, maintainability and safety

SD3+C Security UR E22 & E26 & E27 by Marine

. Design + Default + Deployment
. Communication
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Briefing on Security — Cybersecurity standardization evolution

* 1949: Term computer viruses was first introduced to public

* 1972: Cybersecurity could be dated back to a research project on ARPANET (The Advanced Research Projects
Agency Network)

III

*  Bob Thomas created a computer program called “Creeper” capable of moving across the ARPANET’s network and read
am the creeper, catch me if you can”; Ray Tomlinson wrote a program “Reaper” capable of chasing and deleting the
”creeper@r” was the very first antivirus software

* 1980 —1990: ARPANET to Internet and things went to online — Issues related to security started
e 1995: BS 7799 Information security management (via BSI)

. =2010: TSA99 committee developed Industrial Automation and Control System (IACS) cyber securit
« <2005: IS0 27001 ISMS Requirements >

e 2009 - 2010 Stuxnet (.stub and mrxnet.sys) worm attacked a nuclear (uranium enrichment) plant and led to a
damage of 1,000 centrifuges - The world's first digital weapon, and a game changer

* Mar. 2013 IPA released “Approaches for Vehicle Information Security” in Japan
*  2015: First ever and only (at the time) cybesercurity related recall of afftected vehicles by NHTSA
*  An wake-up event
 2016: SAE J3061 201601 Cybersecurity Guidebook for Cyber-Physical Vehicle Systems
<2021: ISO/SAE 21434 Road vehicles: Cybersecurity engineering >
2021: ISA/IEC 62443 family of standards recognized by IEC as 'horizontal standards’ — CMMI (ML 1-4) and CL (0-4)

R®BEN " o :
11th Scandinavian Conference on SYSTEM & SOFTWARE SAFETY, 21-22 Nov. 2023
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Security: ISO/SAE 21434 Cybersecurity Engineering (Automotive)

4. General considerations

Integrity Availability

— ; left side of V-model right side of V-model
5, Organizational cybersecurity management
5.4.1 5.4.2 5.4.3 5.4.4 5.4.5 546 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit [ e N — — — — T e — — —
|
6. Project dependent cybersecurity management : Clause 9 Clause 11
641 642 643 Py 645 646 647 648 649 | Colncept Cybersecu.nty validation
Cybersecurity| |Cybersecurity Tailoring Reuse Component | | Off-the-shelf | |Cybersecurity| |Cybersecurity| | Release for | {ltem] {ltem]
responsibi- planning out-of-context| | component case assessment post- |
lities development L e — — —————
e 7. Distributed cybersecurity activities — Clause 10 Product development
741 742 7.43 \>
Supplier capability Request for quotation Alignment of responsibilities : 10.4.1 Design 10.4.2 Integration and verification
— — (components) - - (components)
8. Continual cybersecurity activities
8.3 8.4 8.5 8.6
Cybersecurity Cybersecurity Vulnerability Vulnerability . . .
monitoring event evaluation analysis management 10.4.1 Design . 10.4.2 Integration and verification
(sub-components) (sub-components)
Concept phase Product development phase Post-development phases
9. Concept 10. Product development 12. Production
9.3 10.4.1 . Operatlons and malntena
[tem definition Design /
133 134
9.4 1042 Cybersecurity Updates P~ T —-—--
Cybersecurity goals Integration and verification incident response Y ;  Hardware develo pment :
| L N NS " " " " " TE. " "E. " "E. "N,
9.5 : . 1
B 11. 14.kn curity * 15 Clauses with 37 sub-clauses Software development '
Cybersecurity concept Cybersecurity validation support and decomissioning . !_ P |
* 101 requirements = fT oo oo oo oo m oo oo e
15, Threat analysis and risk assessment methods * 13 recommendations
153 154 155 156 157 158 159 * 4 permissions
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment * A number of processes
identification identification rating analysis rating determination decision
* 42 work products
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Security & Functional Safety: They go together

Cybersecurity and Functional safety are intertwined, and cybersecurity
threats against the vehicle could potentially affect the safety of the
human being involved.

. Cybersecurity threats more difficult to address than potential safety hazard

Cybersecurity-Critical
Systems

- = E
w— -,

* . Thereis no safety without security ">

Y —

Safety-Critical
Systems

-
T

A security-critical system is a system that may lead to losses of Safety,
Financial, Operational and Privacy (SFOP) if the system s
compromised through a vulnerability that may exist in the system

* All safety-critical systems are regarded security-critical RSk Rissessmunt —Tinpact fevel
. A cyber-attack either directly or indirectly on a safety-critical system could lead to e~
potential safety losses RO 3 ) Impact Level Calculation
* Not all security-critical systems are safety-critical i.e. entertainment oo el
SySte m ii :EEE (1-19 Low 1
*  Some systems are both, safety and security critical, i.e. Steering Assist e Nt
System, transmission/powertrain, etc. et ™
e SO 21434 development is seen of being inspired by I1SO 26262
. o
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Cybersecurity considered by Euro NCAP and more...

Cybersecurity and Test Center

Euro NCAP
“As cars become increasingly connected and depend more and
2 0 2 5 RO a d m a p oRFER g more on the exchange of data over the internet, so they

IN PURSUIT OF VISION ZERO ‘PQ. % become more vulnerable to hacking and cyber-attack. Cases
have already been reported of some vehicle controls being
E U RO N CAP remotely manipulated and there is increasing concern that this

weakness could be exploited maliciously to jeopardise safety.
<In other words: a system that is not secure is not safe.” >

y . st PotowiReease | mpemenston 2018 2019 2020 2021 2022 2023 2024 2025
Euro NCAP may require a

minimum level of Cyber-
Security be demonstrated by
the vehicle manufacturer”

ROADMAP 2020

Implementation

AEB VRU cyclist — m— .t e s s e e e et e

Far-side protection

Mobile progressive deformable barrier  —

Protocol Release

ROADMAP 2025 — SAFETY RATING

Start

Driver monitoring
AEB VRU pedestrian - Back-over
AEB - Junction & Crossing

AEB - Head-on

Automatic Emergency Steering
v2x

shrn,
g’.“& iplash/R d Crash Pr
EURO /s NCAP

Revised subsystem for pedestrian & cyclist

Rescue, extrication and safety

Child presence detection

Ssta rS % ROADMAP 2025 — AD
Automotive Cybersecurity through Assurance ( e e T e p——
,
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https://www.gov.uk/government/case-studies/5stars-developing-a-security-framework-for-autonomous-and-connected-vehicles

Level 0: The process is not implemented or fails to achieve its process

Fundament for safety & security: Automotive SPICE incomplete process _ | purpose

Level 1: . . .
Performed process The implemented process achieves its process purpose

N e W Ve rS | O n 4 . O | S CO m I n g Level 3: The previously described managed process is now implemented using

Established process a defined process that is capable of achieving its process outcomes.

The previously described established process now operates
predictively within defined limits to achieve its process outcomes.

Level 4: e . .
Acauisition Process Svstem Engineering Process Group (SYS Management Process . Quantitative management needs are identified, measurement data are
ke roup (ACQ) ystem Engineering e "gpr (MAN) Predictable process | -, jiacted and analyzed to identify assignable causes of variation.
5Y5.1 Corrective action is taken to address assignable causes of variation.
supplier Request and Requirements. Elldtation oo ""::‘N-3 Level 5: The previously described predictable process is now continually
_ selection A SYS.2 puseh s ey Innovating process improved to respond to organizational change.
— - SYS.5 ”
ACQ.3 S\rstemAericlq:slir:menu System Cuialification Test MAN.5 Table 14 — Process capability levels
Contract Agreement Risk Management
5Y5.3 5Y5.4
System Architectural System |ntegration and
Jﬂlm“_ ) Drasign Int« T | MANM R |
S BAG A Supporting Process Group System Engineering Process Group (SYS) Validation Process Manage ment Process
Software Engineering Process Group (SUP) Group (VAL) Group (MAN)
ACQ.11 SWE.1 el
Technical Requirements Software Requirements SUP.1 Requirements Elicitation VAL.1 MAN.3
Anatyshs Quality Assurance SYS.2 Validation Project Management
ACD.12 SWE.2 System Reqt.xiremems SYS.5
Legal and Administrative e ificati MAN.5
Requirements Software Architectural Softy SUP.8 e System Verification )
Design ) i S B Risk Management
— Configuration SYS.3 SYS.4
ACQ.13 SWE.3 SWE.{ Management System Architectural System Integration and MAN.6
Project Requirements Software Detailed Design Software LRItV Design Integration Verification .
and Unit Construction SUP.9 Measurement
ACQ.14 P Py Problem Resolution Software Engineering Process Group (SWE ineeri
e e o — == “Tybersecurity Engineering Process Grol S ng g p (SWE) Hardware Engineering Process Group (HWE) Process Improvement
- SEC.1 SWE.1 SWE.6 Process Group (PIM)
. ; . HWE.1 HWE.4
Cybersecurity SUP.10 Software Requirements P - .
ACQ.15 Requirements Elicitaion Analysi Software Verification HW Requirements Verification against PIM.3
supplier Qualification SEC2 C::rge REqU:tSt nalysts Analysis HW Requirements Process Improvement
~N —~— Cybersaurity ) SEC.3 anogeme SWE.2 SWE.5
— Implementation Risk Treatment ¥ SUP.11 Software Architectural Software Component Verification HWE.2 _ HWE.3 . Reuse Process Grou
Supply Process Group e AT T Design and Integration Verification HW Design Verification Iagamst (REU) P
(SPL) Supporting Process Group (SUP Management SWE3 SWE4 HW Design =
SPL1 SUP.1 SUP.2 SuUP.4 S‘;f:gﬂ:i Pg;ﬁ':fig?;ﬁ" Software Uit Verification Management of Products
SUFRIERIENdEsing Quality Assurance Verification Joint Revie for Reuse
SPL2 SUP.8 SUP.9 SUP.10 =" 'MathTr'le'Le-srning Engineering Process Group (MLE) T -Ac'ql.'l'lsil'ion-Proces§ Supply Process Group
Product Release Configuration Problem Resolution Change Reg " 7 MLE.1 MLE.2 MLE.3 MLE.4 Group ‘ACQT N+ (SPL)
Management Management Managems . Machine Learning Machine Learning Machine e arning Machine Learning ACQ.4 ) SPL.2
N, 4L Requirements Analysis Architecture Training Model Testin Supplier Monitoring, | 1 e
| Primary Life Cycle Processes | | Organizational Life Cycle Process =L, e =

| Primary Lifecycle Processes | | Organizational Lifecycle Processes | | Supporting Lifecycle Processes |

Addition of FuSa is said in the pipeline Figure 2 — Automotive SPICE process reference model - Overview
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Automated Driving standardization and on-going initiatives for cross-discipline Alignment

CD TS 5083 Road vehicles — Safety for automated driving systems — Design, verification an@
For SAE L3/L4 systems

e [SO/TS 22133:2023Road vehicles — Test object monitoring and control for active safety and automated/autonomous
vehicle testing — Functional requirements, specifications and communication protocol

*  1507CD PAS 8800:2021 - Road Vehicles — Safety and artificial intelligence
* UL 4600 Evaluation of Autonomous ~
* ISO 34502: 2022 — Scenario-based s
 P2846 IEEE- Assumptions in Safety-|

* ISO/SAE PAS 22736:2021 Taxonomy

vehicles
ISA J3016_202104 Taxonomy and C

70065:2023-07 (Draft) Road vehicles - Requirements for a "Steer-by-Wire (SbW);SY_TﬂCL'>
R 9839:2023 — Road vehicles — Applications of predictive maintenance to hardware related with ISO 26262-
ISO/IEC AWI:2023 TS 22440 Artificial intelligence Functional safety and Al system Requirements

Need to know about all of them and decide if they apply

Remember: need to be “State-of-art”

ISO/IEC DTR 5469 Artificial intelligence — Functional safety and Al systems

R®BEN 11th Scandinavian Conference on SYSTEM & SOFTWARE SAFETY, 21-22 Nov. 2023
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1ISO 26262 versus Automotive SPICE: Process Mapping

2, Management of functional safety . . Supporting Process Group System Engineering Process Group (SYS) Validation Process Management Process
2-5 Overall safety management 2-6 Project dependent safety management 27 Safety management regard]_ngl prgduttlon, (suP) 5YS.1 Group (VAL) Group (MAN)
operation, service and decommissionin ) 1o
SUPL Requirements Elicitation VAL1 MAN.3
3. Concept phase 4. Product development at the system level N roduction, operation, | Quality Assurance 5.2 Validation Project Management
3.5 Item dofiniti ral topics for the product 4-7 System and item integr; Nl semc.e a.l'ld. X System Requirements SYS"s ) MANS
-> ftem definition nt at the system level and testing - decommissioning i SUP.8 Analysis System Verification ) "
: . ' . - d Confieuration Risk Management
3-6 Hazard analysis and risk ™ _ 4-8 Safety validation A 7-5 Pla_nnmg folr production, Igurati 5YS.3 SYS.4
assessment \ operation, service and | Management System Architectural System Integration and MAN.G
decommissioning i Design Integration Verification )
Measurement
3-7 Functional safety concept SUP9
7-6 Production Problem Resolution Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE) |
: Management Process Improvement
12, Adaptation of ISO 26262 | 5, t deve 7-7 Operation, service and SWE.L SWE.6 HWE1L HWEZ Process Group (PIM)
for motorcycles ™. re | / decommissioning SUP.10 Software Requirements _ : '
~) 0 : y - Crange Analysis Software Verification KW Reguirements Verfication against PIM.3
12-5 General topics for adaptation *5 General topic e V V pics for the prod " ange Request Analysis HW Require ments Process Improvement
for motorcycles selopment at the are lev | A ; softwarel - Management SWE.2 SWES
12-6 Safety culture pecification of | " 6 ation of softwa ;J . SUP.1L Software Architectural Software Component Verification HWE.2 HWE3 |
irements / f Madineleorai Dot Design and Integration Verification W Deg Verffication against Reuse Process Group
12-7 Confirmation measures are des N are archtectur; i I‘u"lana em;ngt - HW Design
: : ' | : L SWE4 REV2
12-8 Hazard analysis and risk - | Softu;argfgtawlfd Ete‘fﬂﬁ” Software Unit Verification Management of Products
assessment \ IS L for Reuse
12-9 Vehicle integration and '
testing _ - Machine Learning Engineering Process Group (MLE) Acquisition Process Supply Process Group
12-10 Safety validation 0 Har | MLEL MLE.2 MLE.3 MLE.4 Group (ACQ) (SPL)
verification g Machine Learning Machine Learing || Machine Learning | | Machine Learning ACQ.0 L2
8. Supporting processes Requirements Analysi Architecture Training Mode Testin Supplier Monitoring Product Release
-5 [nterfaces within distributed developments I 8-9 Verification 8-14 Proven in use argument
8-6 Specification and management of safety 8-10 Documentation management 8-15 Interfacing an application that is out of scope
requirements 8-11 Confidence in the use of software tools of 150 26262 ‘ Primary Lifecycle Processes ‘ | Organizational Lifecycle Processes ‘ | Supporting Lifecycle Processes |
8-7 Configuration management 8-12 Qualification of software components 8-16 Integration of safety-related systems not
8-8 Change management B-13 Evaluation of hardware elemens developed according 0 150 26262 Figure 2 — Automotive SPICE process reference model - Overview

’
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Harmonization/

Consolidation

1. Vocabulary

2. Management of functional safety

Iz-s Overall safety management |

Iz-s Project dependent safety management I

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase

4. Product development at the system level

roduction, operation,

3.5 Item definition
3.6 Hazard analysis and risk
assessment

3.7 Functional safety concept

gral topics for the product

gnt at the system level ‘

4-7 System and item integr;

service and
decommissioning

5 Planning for product
on, service and

7-6 Production

12. Adaptation of ISO 26262
for motorcycles

12-5 General tapics for adaptation
for matarcycles
T2-6 Safety culture.

12-7 Confirmation measures

12-8 Hazard analysis and risk
sessment

12:

Vehicle integration and
testing

iyt

] T
4.|!|_b
A

12-10 Safety validation

verification

7-7 Operation, service and
decommissioning

8. Supporting processes

8-5 Interfaces within distributed developments.
8-6 Specification and management of safety
requirements

8-7 Configuration management

8-8 Change

8-9 Verification

B-14 Proven in use argument

§-10 Documentation management
B-11 Confidence in the use of software tools.

8-15 Interfacing an application that is out of scope.
of 150 26262

B-12 Qualification of software components

B-13 Es ion of hardware el

16 fon of safety T
developed according to 150 26262

9. Automotive safety integrity level (ASIL)-oriented and safety-oriented analyses

[8-5 Requirements decomposition with respect to ASIL tailoring |

[9-7 Analysis of dependent failures

9-6 Criteria for coexistence of elements

| 9-8 Safety analyses

Syste

10. Guidelines on IS0 26262

of IS0 26262 to i

QMS

@®BEN

Automotive

Top-Down

m Engineering

v

Collaboration

4. General considerations
5. Organizational cybersecurity management
54.1 5.4.2 5.4.3 5.4.4 5.4.5 5.4.6 5.4.7
Cybersecurity Cybersecurity Information Management Tool Information Organizational
governance culture sharing systems management security cybersecurity
management audit
6. Project cybersecurity
6.4.1 6.42 643 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity Tailoring Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibi- planning out-of-context| component case assessment post-
lities development
7. Distributed cybersecurity activities
7.41 742 743
Supplier capability Request for quotation Alignment of responsibilities
8. Continual cybersecurity activities
83 8.4 85 86
Cybersecurity Cybersecurity Vulnerability Vulnerability
monitoring event evaluation analysis management
Concept phase Product development phase Post-development phases
9. Concept 10. Product development | 12, Production
9.3 10.4.1 13. Operations and maintenance
Item definition Design
133 13.4
9.4 1042 Cybersecurity Updates
Cybersecurity goals Integration and verification incident response
. 14. End of cybersecu
Cybersec concept Cybersecurity validation support and decomissioning
15, Threat analysis and risk assessment methods
15.3 15.4 15.5 15.6 15.7 158 15.9
Asset Threat scenario Impact Attack path Attack feasibility Risk value Risk treatment
identification identification rating analysis rating determination decision

Figure 2 — Automotive SPICE process reference model - Overview

Supporting Process Group tem Engineering Process Group (SYS) Validation Process Management Process
(sup) = Group (VAL) Group (MAN)
SUP.1 Requirement; Elicitation VAL.1 MAN.3

Quality Assurance 5% Validation Project Management
SYS.5
SUP8 G5 "':ET" Al System Verification MAN.5
- L Risk Management
Configuration SYS.3 SYS.4
System Architectural System Integration and MAN.6 Ma nagement
Design Integration Verification o -
SUP.9 leasurement
Problem Resolution Process Group (SWE) b il Process Group (HWE)
W Process Improvement
SWE. SWE.6 HWE.1 Process Group (PIM)
SUP.10 Software Requirements frw: ficati "
Analysis Software Verification HW Requirements .
Change Request Analysis Process Improvement
SWE.2 B HWE3
Software Architectural Software Component Verification HWE.2 -
Machi 5‘{"-11‘ oot Design and Integration verification : Verlfication against Reuse Process Group
lachine Learning Data — HW Design HW Design (REV)
= P SWE.4
Software Detailed Design y -
e T e e Software Unit Verification
hine Learning Engineering Process Group (MLE) Process Supply Process Group G rou p (S EC)
MLE.1 MLE.2 MLE.3 MLE.4 Group (ACQ) (sPL)
Machine Learning Machine Learning || Machine Learning Machine Learning ACQ.4 SPL2
Requirements Analysis Architecture Training Model Testiny Supplier Monitoring iR s
\ Primary Lifecycle Processes \ Orga Lifecycle Processes \ | Supporting Lifecycle Process

MAN.6 Cybersecurity Risk

Cybersecurity Engineering Process

QMS

ASPICE 4.0 Family
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Integrated approach via cross-disciplines harmonization and consolidation for synergy

Integrated approach by harmonization and consolidation in reference to ASPICE when possible & appropriate
* Framework and Methodology

* Product lifecycle including toolchain support

* Process

* Work Products

 Management of distributed development

ASPICE is a fundament: it gives you the path to follow to implement

risk-reducing measures in the System/SW/HW

The standards are common and therefore matching

* Risk based approach (ISO 21000)

* Top-down approach

e Can be used for V-model or “Rapid multi-V-Model” — a.k.a. automotive adapted agile

Automotive Standards focus more on process than technology, as they apply to 10 or 10 million units alike
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Integrated approach via harmonization and consolidation (Cont.)

Target system

Lifecycle approach

Risk based approach

Risk Assessment
Risk rating

Management

Distributed

development and
Management

V-Model

Supporting Processes

Post Production
Activities

R®BEN

Automotive

o1 oz

E/E
Safety lifecycle

All phases

Yes

FuSa specific

HARA
ASIL A/B/C/D
Yes

Organizational and
project specific

Yes

DIA

Yes

System-HW-SW

13

Reactive Monitoring
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E/E

CS lifecycle
All phases

Yes
CS specific

TARA
CAL 1/2/3/4
Yes

Organizational and
project specific

Yes

CIAD

Yes

Component with
HW&SW implicit

A number o0

Active Monitoring
Event assessment

Incident reponse

Concept-Development-
Post Development

MAN in ASPICE

ACQ in ASPICE

SYS-SWE- HWE in ASPICE

Overlapping with SUP & SPL
& ACQ & REU in ASPICE

ISO 26262:2018 1ISO 21434:2021
Item Definition Item Definition
HARA TARA

Safety Goal Cybersecurity Goal

Function Safety Concept

Cyberserity Concept

Technical Safety Caoncept

Refined Cybersecurity Concept

Integration and Test

Integration and verification

Validation Validation

Safety Plan Safety Case Cybersecurity Plan

Safety Case Cybersecurity Case

DIA CIAD

SEooC Component out of Context
Production Production

Confirmation Measures
(CR, Audit, Assessment)

| CS Audit and CS Assessment

Release for production report

Release for post-development
report

Tailoring

Tailoring

Confidence in the use of
software tools

Tool Management

Qualification of software
components

Reuse

Service and Operation

Operation and Maintenance

Decommissioning

End of CS Support and
Decommission

More ...

More ...




Collabration for holistic streamlined system engineering

Take measures needed
*  FuSa & CS Culture
«  Qualification
* Competence
*  Accountability
* Role & Responsibilty
* Learning_By_Doing in
addition to training
. Etc.

Technology

Process

oma \ SOFTWARE UPDATE / Momoet

ty
Funcion 10 26262

W%
B o
N8 F
29
K”;g

Toneay  Aowy

Adapt state_of art science &
technology and build up infrastructure
needed for product development

* SO 26262
* 1SO 21448
* 1SO 21434
* 1SO 24089
« OBDII

‘ ' *Top Management Support
*Leadership demonstrated by empowered FuSa and CS Magt

*Toolset support for structured way of working with clarity,

Implement & enforce state-of-the-art processes needed
ASPICE 4.
QMS e.g. ISO 90001 and/or IATF 16949

0 family

traceability, consistency for improved confidence and trust
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Example of on-going product development project
SbW Actuator for AD L4 and L5 apnplications

Chassis Autonomy CS1 fail-operational steer-by-wire system

* Dual-channel design in support of Fail-operational
e ASILD per SO 26262

* CAL2perlSO 21434

« UNECE R155 & R156

* ASPICE 3 targeted

e SEooC and CSooC

Voltage

CS1 system specification

12V, 24V and 48V

UN ECE vehicle categories

Force capability

M1, M2, N1, N2 (up to 5 000 kg GVM)

225 kN

Designed for

SAE J3016 Level 4 and 5 applications

Designed to exceed

ASIL-D ISO 26262 Road vehicles -
Functional safety

An on-going CS2 SbW Road Wheel Actuator product development Meets 15O 21434 Road vehicles —
. . . . Cybersecurity engineerin

for AD L3 and above applications targeting passenger vehicles UNECE RIS Cyber securty and cyber
security management system
UNECE R156 Software update and
software update management system

Permit for use obtained from CA ASPICE L3
f o~ ) )
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https://www.chassisautonomy.com/

Summary and Conclusions

Safety and cybsercurity are all about m and Risk management

R®BEN

Automotive

Safety is Only as Strong as its Weakest Link
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What’s next...
With a new dimention to add — When a car can fly and more ...
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https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.express.co.uk%2Flife-style%2Fcars%2F1245100%2Fautotrader-car-of-the-future-driverless-vehicles-autonomous&psig=AOvVaw1UJ7kben8mIJQweLVweIk6&ust=1699650442746000&source=images&cd=vfe&opi=89978449&ved=0CBEQjhxqGAoTCKjPz8rpt4IDFQAAAAAdAAAAABC_AQ

Special thanks to my ROBEN partners for their contributions
Marcel Romijn (RANL)
Matthias Weber (RAPL)

thanks for
listening!
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E-mail: William.Zeng@roben-automotive.com
Mobile:  +46 735022696
Webpage: https://roben-automotive.com/
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