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Assurance

Assurance “grounds for justified confidence that a claim has been or will be achieved”
[ISO/IEC	JTC	1/SC	7,	ISO/IEC	15026:	Systems	and	software	engineering	— Systems	and	software	assurance,	Part	1:	Concepts	and	vocabulary	(2019)]

Assurance	process:	set	of	activities	to	provide	justified	confidence	that	a	system	satisfies	given	requirements,	
e.g.,	for	system	safety,	usually	in	compliance	with	standards

Claim about what?
The deployment of system does not pose an unreasonable risk of harm
in a given context

absence of unreasonable risk due 
to hazards resulting from 
functional insufficiencies of the 
intended functionality or its 
implementation

(Standard)
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Harm in the automotive domain

Harm “Physical injury or damage to the health of persons”
[ISO/TC	22/SC	32,	ISO	26262-1:2018	– Road	vehicles	Functional	safety]
[ISO/TC	22/SC	32,	SO	21448:2022	Road	vehicles	Safety	of	the	intended	functionality
]

Assumptions	on	controllability
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Harm in the medical domain – focus on medical devices

Harm
“ Injury or damage to the health of people, or damage to property or the environment
[SOURCE:ISO/IEC Guide 63:2019, 3.1]”
[ISO/TC	210	and	IEC/SC	62A,	ISO	14971:2019	– Application	of	risk	management	to	medical	devices]

Examples:	serious	burns,	heart	fibrillation,	infarct,	brain	damage,	minor	organ	damage,	decreased	consciousness	(insulin	related)
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Harm in the machinery domain

Harm injury or damage to health;
[REGULATION	(EU)	2023/1230	OF	THE	EUROPEAN	PARLIAMENT	AND	OF	THE	COUNCIL
of	14	June	2023]

Harm injury or damage to health;
[CEN/TC	114,	ISO	12100:2010	Safety	of	machinery	General	principles	for	design
Risk	assessment	and	risk	reduction]

Based on the state of practice, the focus is on Physical injury 
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Harm in the machinery domain – focus on robots

The focus is on potential contact events 

[ISO/TS	15066:2016	Robots	and	robotic	devices	– Collaborative	robots]

Based on the state of practice, the focus is on Physical injury 
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What	is	health?
Shall	we	care	only	about	physical	health?

What	about	mental	health?
What	about	mental	harm?
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Mental health

“Mental health is a state of mental well-being that enables people to 
-cope with the stresses of life, 
-realize their abilities, 
-learn well and work well, 
-and contribute to their community.”

Mental health is a basic human right

Mental health is the absence of mental health conditions, which include: 
mental disorders (e.g., autism spectrum disorder-ASD, major depression disorder-MDD, etc.) 
and psychosocial disabilities as well as 
other mental states associated with significant distress, 
impairment in functioning, or risk of self-harm.
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Mental Harm

injury or damage to the mental health of people

worsening of a mental condition
emergence of a mental condition

…
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Context and problem
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Context and problem

Physical	injuries	decrease

Robots	replace	humans

Mental	health	conditions	may	increase	(anxiety,	depression,	etc.)
Robots	may	harm	workers’	mental	health	
and	act	as	an	additional	workplace	stressor.
https://sciencenews.dk/en/new-research-automation-is-harmful-to-the-mental-health-of-its-human-co-workers

https://www.pitt.edu/pittwire/features-articles/automation-hurts-human-mental-health-study#:~:text=A%20University%20of%20Pittsburgh%20study,to%20abuse%20drugs%20or%20alcohol. B. Gallina, SCSSS-23



Context and problem

“Risks to workers’ mental health can also arise. 
One overarching cause of mental harm to workers is identified with 
their interaction with robots, expressed, for instance, as frustration at robots’ non-sentience
and inability to “understand each other” and accommodate mood change. 
However, there are also risks from the converse, when robots are too sentient: 
alienation and loneliness may surface when robots understand and adapt so well that 
they are prematurely “humanised” but later fail to deliver the same responses of a human 
for more complex tasks or in emotional terms.”

Robots	collaborate	with	humans	..
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Context and problem

Automatophobia,	situational	type	of	phobia..shall	we	consider	it?

Controllability

Do	we	worsen	the	situational	phopia?

doi: 10.1016/j.ijchp.2023.100371
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Context and problem
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Context and problem

Children with autism have been found to be more comfortable communicating with robots

However, attention shall be paid to reduce
Risks of psychological attacks conducted by household robots

https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2019/10/14081257/Robots_social_impact_eng.pdf
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At	the	time	of	writing,	
we	were	not	aware	of	any	publication	on	system	assurance	that	

had	addressed	mental	harm	explicitly	and	in	detail
(we	focused	on	medical	devices)

In	the	context	of	medical	devices,	we	are	still	not	aware..
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Hippocratic Oath -5th century B.C.
àexpression of ideal conduct for the physician

“I	will	use	treatment	to	help	the	sick	according	to	my	ability	and	judgment,	
but	never	with	a	view	to	injury	and	wrong-doing.
…
I	will	utterly	reject	harm	and	mischief”

A	promise	said	out	loud

Extended	Hippocratic	Oath	WANTED!	Deontology	wanted!
Principle	of	Non-Maleficence..	

Inspiration
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We	aim	at	providing	new	insights	into	the	emerging	idea	of	why	and	how	mental	harm	
should	be	considered	for	assurance	of	software-intensive	medical	devices
Our	ultimate	goal	is	to	increase	the	awareness	of	the	need	to	address	mental	harm	
for	system	assurance

Hazard	and	Risk	Analysis
System	Compliance

System	Dependability	Justification
Assurance	Evidence	Collection

N
eeds&	Solutions 19

Goal
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Software-intensive Medical Device

Examples of systems
Emotion recognition based on physiological, perceptual, and behavioural responses
These systems can be used for SCZ, BPD, or MDD

XR for emotion induction and recognition
These systems can be used for SCZ, BPD, or MDD

Emotion induction and recognition using social robots
These systems can be used for ASD

https://commons.wikimedia.org/wiki/
File:Quori_socially_interactive_robot_platform_IMG_20200219_165323219_02.jpg
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Hazard and Risk Analysis

Sources	of	possible	mental	harm
Negative	impact,	no	detection,	therapy	deviation,	reluctance…
Emotion	induction	as	aspect	to	especially	pay	attention	to

Device-specific	aspects
Functionality	&	expected	usage
Requirements	&	input	from	ethics	committees
Medical	COTS	consequences

Differences	among	patients
Multi-concern	assurance
HCI	failures	characterisation
AI	trustworthiness
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System Compliance

“medical	device	software	shall	be	developed	in	accordance	with	the	state	of	the	art”
(EU	reg.	EU	Regulation	2017/745)
IEC	62304,	ISO	14971…

Basis:	injuries	are	possible

Frameworks	of	compliance	with	(existing)	standards
Definition	of	who	will	regulate	mental	health	technology	and	the	data	that	it	generates
Clear	standards	&	guidance	not	only	for	clinical	studies

Some	guidance	already	by	FDA	but	limited
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System Compliance

injury and ill health
“adverse effect on the physical, mental or cognitive condition of a person”
[ISO/PC 283,	ISO	45001:2018	Occupational	health	and	safety	management	systems]

An	organization	is	responsible	for	the	occupational	health	and	safety	of	workers	and	others	who	can	be	affected	by	its	activities.	This	
responsibility	includes	promoting	and	protecting	their	physical	and	mental	health.
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System Compliance
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System Dependability/Safety Justification

Assurance	cases	&	different	argument	types
product- &	process-based…

Evolution	through	device	lifecycle
Ethical	aspects

Argument	patterns
Inc.	for	ML

Proven-in-use	arguments
Past	med.	COTS	performance

Argument	modules
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Assurance Evidence Collection

Most	relevant	artefact	types
Process	information	seems	especially	important

Assurance	evidence	evolution
Sources	of	evidence	&	trustworthiness

Healthcare	ones,	not	only	mostly	engineering	results
Characterisation	of	assurance	evidence	for	mental	harm

patient	characterisation	&	training	characterisation	aspects
Evidence	from	different	healthcare	stakeholder	&	tasks

Patients,	mental	health	professionals,	clinical	studies…
Evidence	assessment
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Conclusion

• Mental	harm	should	be	considered	in	the	assurance	of	many	software-
intensive	medical	devices	..	as	well	as	other	systems..

• How	to	deal	with	it	needs	to	be	determined,	specialising	certain	healthcare	
aspects	for	mental	harm

• There	exist	four	main	areas	to	address:	
	 Hazard	and	Risks	Analysis,	
	 System	Compliance,	
	 System	Dependability	Justification	&	Assurance	
	 Evidence	Collection

• System	developers	and	other	stakeholders	must	be	aware	of	the	areas	and	
pay	attention	to	them

• We	plan	to	define	specific	assurance	means B. Gallina, SCSSS-23



Hope	it	was	interesting!
Thank	you	very	much	for	your	attention!

…discussion	time…

Interested	in	collaborating?
Drop	me	an	e-mail:

barbara.gallina@mdu.se
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