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Resilience
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H1 the ability of a system to respond to changes in its context
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Resilience

ptimizing Utility whilst

reserving Safety in
ncertain Contexts.
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Triale Intelligenz — Three-Fold-Intelligence
An Overview on our Research

Adaptable

Seamless Convergence of
Engineering and Operations

1. Functional Intelligence
Autonomy through Resilient Al

Autonomous

2025/09/09

3. Cooperative Intelligence
Pre- and In-Mission Adaptation
Through Human-Al-Cooperation

2. Adaptive Intelligence
Continuous Self-Adaptation
to Context and System State

Adaptive
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Overview
An Overview on our Research

Adaptable

Autonomous Adaptive
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Resilient Al

It’s not about Safety Assurance but about Safe Design
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Example — Safe Person Detection
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Resilient Al

It’'s not about Safety Assurance but about Safe Design
It’s not about Safe Al but about Safe Systems

It’'s not about Trends but about Value
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Example — Concept-Learning
Micro-Level Safety Architectures

Concept-Based Traffic Sign Detection

concepts

= round shape
v" red border color

v" white main color

—— Speed limit
¥ number 0 — 120 km/h

v number 1
v number 2

e < number5
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Micro-Level Safety-Analysis

Measuring Class Distance

General caution -
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Micro-Measures
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Micro-Level Safety-Architectures
Concept-Level Counter-Measures

Safe Octagon o
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Micro-Level Safety-Architectures
Concept-Level Counter-Measures
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Hierarchical Classification
Concept Chains

symbol concepts

basic concepts < attention task

[}
v triangular shape (up) % animal ° ° Attention sign —symbol
v" white main color X snow ’ ° not detected

X

traffic lights
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Overview
An Overview on our Research

Adaptable

Autonomous Adaptive
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Overview
An Overview on our Research

Adaptable

Adaptable Autonomy

Autonomous
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Cycle-Time Automotive: 10-14 days



Al-Assisted Safet

Q @+ Tue 10.Dec 17:41

" Safari File Edit View History Bookmarks Develop Window Help

Session about Robot Safety System D)

Robot Safety System

1. Too High
2. Value Pos
In which one are you interested to look into more? N

10.12. 17:40 . ¢

object

list
Show failure modes on mﬁg o
® B

Yes of course. | identified two failure modes, namely "Comission" and "Late". In which one are you Safety Motion
interested to look into more? Monitor blocked Planer O

@ 10.12.17:41 area \
O A
E., Comissior motion
102,474 area

Got it. | can show you the critical path and different details regarding C ission. For [
'Omission FN on object list' or 'Late on safety monitor'. What would you like to do?

10.12.17:41

(] Enter your message...




Predictive Assurance

’

Evidence

?‘ Oracle }

Shadow Mode
Data Collector
(Evidence Oracle)

(o% i @ N@)

Collection

Missing
Evidence

Current Release Future Release



Predictive Assurance

’

Evidence

?‘ Oracle }

Shadow Mode
Data Collector
(Evidence Oracle)

(o% i @ N@)

Collection

Statistic
Evidence

Current Release Future Release



Overview
An Overview on our Research

Adaptable

Autonomous Adaptive
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Overview
An Overview on our Research

Adaptivity
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Resilience el Eeald
Optimizing Utility whilst
Preserving Safety in

Uncertain Contexts
Ugldd
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Why |

Why do we need resilience?
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How to Engineer Resilience?

39
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Safety Assurance Today

ANTICIPATE. ANALYZE. ASSURE. \[ T
[?
mE N

echnische F
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Adaptive Safety

m SYSTEM STATE
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Adaptive Safety

SAFETY MODEL ADAPTATION MODEL

SYSTEM STATE CONTEXT MODEL
CONTEXT RISK
AWARENESS ASSESSMENT SAFE UTILITY

CAPABILITY OPTIMIZATION
SELF AWARENESS
ASSESSMENT
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The Iceberg Model

Managed System
Sub System 1
SM1 | ED1 | DC1

\ = _~

Safety Manager

State Control

Health Degradation
Control Control

Sub System n
SMn | EDn | DCn

Actuation Control

Safe State Controller k .
Safe State Controller 1 Architecture

No Collision

Requirements

Functional Architecture

Risk
Failure M-ﬂﬂm
does not stop despite obstacle Slow speed (< 1m/s) in narrow
aisle in restricted area
does not stop despite obstacle Full speed (> 1m/s) in narrow aisle
in restricted area C3 F1 P2 W3 1
Public

43
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Safety Architecture

Adaptation

Awareness
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Example: Risk Models @ Runtime

Operational Situation

Hazard

*ASIL: Automotive Safety Integrity Level [1ISO26262]

Z Fraunhofer

IKS
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The design time model

m Failure Mode m ASIL

Self-Acceleration  City, stopping
at pedestrian
crossing

ACC Self-Acceleration  Highway E4 C1 S3 B

Safety Goal

An unintended self-acceleration of more than 2 m/s? for more than

1 second must be avoided. C

45 Public
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Shifting the model to runtime

ASIL X
Vehicle Observer

ASIL X
Position

Fuzzy-
INFERENCE i ]
F | Fs,
] | |

Z Fraunhofer

IKS
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Hazard Analysis and Risk Assessment (HARA) @ Runtime

\ Controllability SafetyGoal

;Elﬁ

llllll
\\\\\\\\\\\\\\\

CONTEXT STATE

1-47 2025/09/09 Public
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The Example

I:)City -
Prighway M I
I:)Rain . . _
I:)HighSpeed . _

[

IDLowSpeed _

1-48 2025/09/09
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The Example

IDCity
I:)Highway
I:)Rain

I:)HighSpeed

&
M
&
Plowspeed  ING_——

| Situation | Exesre | Coramny | Seery | ASIL Il Situation | Exenre | Corany | Seery | ASIL i Situation ASIL

City, stopping
at pedestrian
crossing e

C

1-49
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Overview
An Overview on our Research

Adaptable

Autonomous Adaptive
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Overview
An Overview on our Research

Adaptive Intelligence

Autonomous Adaptive
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Dual Intelligence

Tell me the letters’ color, not the worad

Blue Red Green Blue

Red Green Blue Red




Dual Intelligence — Monitoring Architecture

Ferson
. Fused Unmatched Body—Farts

Number of consecutive FNs ...

.. with simple person detector: O

.. with additional part—based monitor: O




Intelligent Resilience

What a human driver would do

= |dentification of traffic
participants’ intent

= Estimation of likelihoods and
alternative options in case
of misprediction

= Reassessment of risk
-> smooth driving over maintaining
worst-case distance




Intelligent Resilience

» Conservative safety monitors
would not allow a violation of
a worst-case minimum distance.

= We start mixing comfort and safety
(e.g., what deceleration feels
comfortable instead of what is
physically possible.)

~—

h
4

= But: Separation of concerns would

R N\
A NN

give us additional freedom z L\ 24.1m > 9.6m

VR

R — V =
. braking distance:




Intelligent Resilience

Understanding the scene requires
Al, V2X-data, cloud-data

This technology could improve
utility, but wouldn’t be allowed in
the safety-critical path

How to exploit the potential of
Al, cloud etc. without violating
safety?

AT T————rt
" |

~—

R — ' ==
braking distance:

WL Vo R N
) \\‘\‘\!_ \\:{::

AT "
fad.24.1m > 9.6m




The Safety-Counter-Player Architecture

57

sense

sense

Counter-Player

Talertness

Tmonitors

ladapts

safe
sense

Main Function

act
—>

Safety-Player

safe

act

Context

Public

\
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The Safety-Counter-Player Architecture (cont.)

eeeee

Counter-Player

monitors

adapts

eeeee

eeeee

Main Function

Safety-Player

Context

58

Public

The counter-player “plays” against the
safety-player by optimizing utility and
minimizing the likelihood of an intervention of
the safety-player.

The counter-player is not within the safety-
critical path.

The safety-player provides an alertness value
[0,1] instead of a binary guard to allow the
counter-player to adapt its strategy.

The safety player focuses on safety — and
safety only — as “last line of defense”.

Technische __.—"'/
Universitat m 72 F ra u n h Ofe r

IKS



Realization as Self-Adaptive System

— Counter-Player
. «Managing System»

= The counter-player still needs

to be hlghly—rellable Knowledge

. o | | ) i
» |t should follow basic principles sense
: > Monitor |- > Analyze |-»> Plan - > Execute

of safety, going beyond what

would be considered safe. T
u ngh-Qua“ty instead of alertness monitors adapts

“religious” safety. e ¥

sense Main Function act

«Managed System»

Safety-Player

~ Fraunhofer

IKS

9 Public — 5 data flow
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Dynamic Behavior Adaptation

(Safety) Models@Runtime

Counter-Player

«Managing System»
Context | Requirements | Architecture | Physical
._\ Knowledge
\
. . . \ '\A A N A
Probabilistic Prediction cense e ! *
> Monitor |- > Analyze | - Plan -» [Execute
— Interpret » Predict * Explore - yN
: =
Bayesian Nets | Fuzzy Inference Systems | Al Alertness onitors adapts
A 4
Modular Behavior/Architecture Models Safe | | ,
Main Function ac E
— —| «Managed System»
? Action
Action —— Safety-Player
=

Public —— data flow
- = control flow

~ Fraunhofer

IKS




Overview
An Overview on our Research

Adaptable

Autonomous Adaptive
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Overview
An Overview on our Research

Adaptable

Triale Intelligenz

Three-Fold Intelligence

Autonomous Adaptive

, —
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Understanding Human-Al-Collaboration

= Collaboration between Al and humans comes with many challenges.
However, many of these challenges are estimated based on best
guesses.

= \Which methods of interaction reduce the human workload, and which
ones increase it? Which types of interaction lead to complacency, and

which do not?

= Surveys are often biased and influenced by psychological effects. For
example, would you admit to merely clicking "approved" without truly
reading the output?

=» Our ongoing work aims to use brain-computer interfaces (BCI) to
objectively measure real workload, attention, and other parameters.
This analysis will help us identify the risks as well as the dos and
don'ts of human-Al interaction.

63 Public
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Constitutional Safety Assurance

Thought Experiment:

» |magine a multitude of autonomous, independent
agents,

= all interconnected with one another and the cloud.

» These agents must interact and collaborate to
achieve a common goal.

= As the complexity of this system increases, it
becomes impossible to maintain central control, as
there is no single node responsible for ensuring the
overall safety of the system.

T

_ _ Why do we think we can apply the same safety
lim C omplexlty approaches used for a saw blade cover?

n—-00

64 2025/09/09 Public
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Constitutional Safety Assurance

Furthermore imagine:
@ = A scenario where all systems are not only
npeEe interacting but also collaborating with humans.
i!i » The combined behaviors of both systems and

e humans result in the emergent behavior of the

l T ecosystem, which drives the achievement of a

,o common goal.
» The behavior of humans is influenced by the

— behavior of the systems, and (potentially) vice

\ =%
/ 9 ® .

A = This environment is rife with uncertainty and

lob \ misunderstandings.

Doesn’t this resemble a team or a society of
E collaborating individuals?

af

—\

\

65 2025/09/09 Public
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Constitutional Safety Assurance

EEE Wouldn't it make sense to at least consider...
T E S 2 @ = Handling a complex system is akin to managing a
/W | society, utilizing principles that guide social interaction?
bl = To establish joint rules for “living” and “working” together
‘ 0o — I — a safety constitution.
“/ X‘I = Having a legislative body, such as operators and

policymakers, that defines the constitution and laws.

\ \ // ' » Implementing ecosystem components that function like
,o \ : an executive to ensure compliance with laws and
25— “ b o intervene in cases of violations.
| \ S EEE = A judicial body that punishes "criminals" by banning the

systems / their manufacturers from the ecosystem.

= And numerous other analogies, such as rescue teams
healing the ecosystem and preventing further damage...

—
~ Fraunhofer

IKS
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Summary:

Let's focus on the big picture,
not just the individual pieces.

Autonomous Adaptive




~ Fraunhofer

Thank you

Fraunhofer Institute for Cognitive
Systems IKS

mario.trapp@iks.fraunhofer.de
mario.trapp@tum.de
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